Corporate 

Information Security Policy Statement
Introduction

This memorandum sets forth Corporate, policy regarding information security.

Information Availability

In general, access to Corporate business information and documents is unrestricted within the company; such access is considered a condition and privilege of employment with Corporate. Employees are encouraged to create, share and otherwise manage information for the benefit of the corporation and within the guidelines established by management. When lacking specific guidelines, employees are to follow generally accepted business standards of conduct and behavior. 

Access to personal customer information, and third party business information and documents is generally restricted, as is certain Corporate employee information. Corporate and its employees may be subject to contractual and statutory obligations, such as consumer protection and privacy laws or copyright laws, to protect such information to a higher degree than Corporate may use to protect its own information.

Information Protection

Corporate, business information is proprietary, and is a principal asset owned by the company. All Corporate business information must be protected from unauthorized modification, destruction or disclosure, whether accidental or intentional. Successful protection of information is critical to the operation of the Company, regardless of the media on which it resides, or method of transmission.

The level and cost of protecting Corporate business information shall be commensurate with the vulnerability and importance of the information to the Company. Incremental levels of information protection must be integrated into all aspects of information systems, including hardware, software, applications, databases and communications.

Customer, third party and employee information may be proprietary to such parties and protected under contract with Corporate or by virtue of statutory requirements to protect such information. In the absence of specific knowledge as to how such information or documents should be treated, employees should apply the same degree of protection afforded Corporate information, if not greater, until an appropriate level of protection has been determined. 

Responsibilities

Managers are responsible for ensuring that all employees understand their obligations to protect the information of Corporate, its employees, customers and other third parties. Managers must identify and protect all information assets within their assigned areas of management control. Managers are also responsible for implementing security procedures that are consistent with Corporate policy, standards, and practices, and must initiate corrective action for failure to comply with established security practices.

Employees are responsible for protecting information on an on-going basis. Employees are also responsible for knowing their level of access to information and for understanding any additional obligations, which may exist to protect such information and documents.

In addition to protecting such information assets from disclosure outside of Corporate, or to other parts of Corporate that should not have access to such information assets, employees shall have the responsibility to safeguard Corporate systems against the following:

a. Unauthorized Information Access: Employees may not intentionally access or change protected neither information assets nor attempt to access or change protected information assets without authorization.  This may include, but is not limited to reading of confidential files, or listening into the personal communications of others.

b. Security System Compromise: Employees may not defeat or attempt to defeat any Corporate security systems without specific written authorization by a director level employee or above, to include such actions as cracking or guessing user identifications or passwords, compromising room locks or alarm systems, or by circumventing Corporate facility access controls. 

c. Information Interception: Employees may not intercept or attempt to intercept any communications not intended for their access, for example by network monitoring, e-mail interception, identification modification or other unauthorized means.

d. Intentional Denial of Services: Employees may not deny or interfere with, or attempt to deny or interfere with the provision of services to any other person or entity. Examples include, but are not limited to, spamming, chain e-mail, or distributing malicious software.

e. Personal Use: Employees may not use information assets for their own personal profit or for the unauthorized direct financial benefit of any other person or entity. This does not mean that normal communications and exchanges of information, consistent with Corporate, business or the business of its customers, are restricted.

f. Threats and Harassment: Employees may not use or attempt to use information assets to threaten or harass any person or entity.

g. Chain Letters and Spam (Junk Mail): Employees may not knowingly or recklessly distribute nuisance mail or other messages in violation of Corporate’s, policies or any unauthorized information that may cause excessive network traffic or computational loads.

h. Electronic Impersonation: Employees may not impersonate or "spoof" network identities such as IP addresses or individual electronic mail identities.

i. Destruction, Alteration, Modification or Removal of Information Assets: Unless specifically authorized, employees are not to destroy or harmfully or destructively alter or modify any information assets and no such information assets are to be removed from Corporate premises or systems, either physically or electronically.

j. Alteration or Modification of Copyright Management Information: Copyright management information sometimes appears on copyrighted works and serves to identify the owner/licensor of such works and the terms and conditions associated with the use or enjoyment of those works. Employees are not to alter or modify any copyright management information on any copyrighted work of any person or entity.

k. Reporting Violations: Employees are to report any evidence of violations of these responsibilities to appropriate Corporate management or other Corporate authorities. Employees may not conceal or help to conceal or cover up the violations of any other employee, person or entity.

Conclusion

Compliance with these standards is a condition of continued access to information assets, and of employment with this Company. The unauthorized disclosure of information assets can result in internal discipline, up to and including termination.

These standards assume the understanding that information assets may only be shared with non-Corporate representative with explicit authorization in writing by an executive from within the organization from which the information to be disclosed is derived. In addition, technical information, which is controlled under the US Export Regulation Administration, may require written authorization from the US Government before transferring it to a Corporate employee that is not a US Citizen. If the source of the information cannot be discerned, or there is any doubt about releasing such information, authorization should be obtained from the Technology Law Department of the Law and Public Policy Department.

