Ingrian Security Configuration Guide

This document describes how Ingrian devices should be configured and functions on a daily basis.
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1 Scope

This guide applies to Ingrian devices used to encrypt highly confidential data such as credit card numbers.

Ingrian Model: i321
Software Version: 4.4.2 p06  

2 Initial Set Up

This section covers the steps that must be carried out initially when setting up an Ingrian device. 

2.1 Enable SSL

In order to allow clients to connect to the Ingrian over SSL, the clients need a certificate telling them to trust the Ingrian. The Ingrian’s ability to act as a certificate authority is used to generate the certificate. The following sections walk through this process.

2.1.1 Create the Local Certificate Authority

On the Device Management tab, navigate to Key Management >> Certificates & CAs >> Local CAs. Fill out the form in the Create Local Certificate Authority section as follows:

	Item
	Value
	Notes

	Certificate Authority Name
	IngrianCA-XXXXX
	The XXXXX represents the “Box ID” of the Ingrian. This can be found on the Home tab of the Ingrian’s web management console.

	Common Name
	IngrianCA
	

	Organization Name
	
	

	Organizational Unit Name
	IT
	

	Locality Name
	
	

	State or Province Name
	
	

	Country Name
	US
	

	Email Address
	
	[Email should be here]

	Key Size
	2048
	

	Certificate Authority Type
	Self-Signed Root CA: Checked
CA Certificate Duration (days): 3650
Maximum User Certificate Duration (days): 3650
Intermediate CA Request: Unchecked
	



Press Create to create the certificate authority. The newly created certificate will now show up in the Local Certificate Authority List section of the web page.

2.1.2 Create a Certificate Request

Navigate to Key Management >> Certificates & CAs >> Certificates. Fill out the form in the Create Certificate Request section as follows:

	Item
	Value
	Notes

	Certificate Name
	
	

	Common Name
	
	

	Organization Name
	
	

	Organizational Unit Name
	IT
	

	Locality Name
	
	

	State or Province Name
	
	

	Country Name
	US
	

	Email Address
	
	[Email should be here]

	Key Size
	2048
	


Press Create Certificate Request. The Ingrian will add a new row to the Certificate List section at the top of the page. 

2.1.3 Sign the Certificate Request

Click on the certificate name in the Certificate List (or select it in the list and click on Properties). Copy the encoded certificate to the clipboard. It should include the begin and end tags like this:

-----BEGIN CERTIFICATE REQUEST-----



-----END CERTIFICATE REQUEST-----

Navigate to Key Management >> Certificates & CAs >> Local CAs and select the certificate authority created previously. Click Sign Request. Fill out the Sign Certificate Request form as follows:

	Item
	Value
	Notes

	Sign with Certificate Authority
	IngrianCA-XXXXX
	This should be the local CA created in the first step

	Certificate Purpose
	Check Server
	

	Certificate Duration
	3649
	

	Certificate Request
	(see Notes)
	Paste in the certificate request text copied in the last step.


Click Sign Request. Copy the encoded, signed certificate to the clipboard, including the beginning and ending tags.

2.1.4 Install the Signed Certificate

Navigate to Key Management >> Certificates & CAs >> Certificates and click on the name of the certificate created earlier in the Certificate List section. On the Certificate Request Information page, click on Install Certificate. On the Certificate Installation page, paste the signed certificate into the Certificate Response text area. Click Save.

This completes the set up for enabling SSL. The certificate is used in the CA Server configuration below. A certificate will also need to be downloaded for use by the client. This is covered in the Ingrian Key Management Runbook.

2.2 Create the “Retired” Authorization Policy

Since the Ingrians do not support keys with group permissions that disallow both encryption and decryption (at least in version 4.4.2), we need to create an authorization policy that severely restricts decryption for use by Retired keys.

1. Navigate to the Keys & Policies >> Authorization Policy page. Click “Add.” Type “Retired” into the field for the new Policy Name and click “Save.”

2. Select the newly created “Retired” policy and click on “Properties.”

3. In the Authorization Policy Properties section, click on “Edit.” For Maximum Operations Per Hour, select “Limited” and enter a value of 1. Click “Save.”

4. In the Authorization Usage Periods section, click on “Add.” Set the day and time fields so that the period is only 1 minute long. The precise day and time do not matter. For instance, the settings could be: Start Day: Monday; Start Time: 00 (12 am):00; End Day: Monday; End Time: 00 (12 am):01. Note that only the minutes value of the End Time field has been changed from the default. Click “Save.”

This completes the set up of the “Retired” authorization policy.

3 Configuration Settings

3.1 Key Management

3.1.1 Keys & Policies

This section is covered in detail by the Ingrian Key Management Runbook.

3.1.2 Users & Groups

3.1.2.1 Local Users & Groups

This section is covered in detail by the Ingrian Key Management Runbook.

3.1.2.2 LDAP Users & Groups

There are no specific security settings for this section.

3.1.2.3 LDAP Server

The LDAP server feature is not used. This section’s settings should match the illustration below.
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3.1.3 Certificates & CAs

This section is covered by the Ingrian Key Management Runbook and the Initial Set Up section above.

3.1.3.1 Certificates

There should be a single certificate listed with the name CorpCert. This certificate is created in the Initial Set Up section above.

3.1.3.2 Trusted CA Lists

This function isn’t used so only the Default profile should be listed, and it should be empty.

3.1.3.3 Local CAs

There should be a single certificate authority listed with a name like IngrianCA-XXXX (this CA is created in Initial Set Up section above).

3.1.3.4 Known CAs

There are no specific security configurations for this section.

3.2 Device Configuration

3.2.1 CA Server

3.2.1.1 CA Server

	Item
	Specified Value
	Notes

	CA Server Settings

	IP
	Select specific IP address
	Select the specific IP that the clients will use to connect to the device.

	Port
	9000
	This is the standard port for Ingrian devices.

	Use SSL
	Checked
	Mark this box. All clients must connect to the device over SSL.

	Server Certificate
	Select specific certificate
	This is the certificate used to authenticate the client SSL connections. See the Initial Set Up section above for information on creating the certificate.

	Connection Timeout
	3600
	

	Allow Key and Policy Configuration Operations
	Unchecked
	Do not mark this box. This configuration must only be available to the key custodians.

	CA Server Authentication Settings

	User Directory
	Local
	

	Password Authentication
	Required
	

	 Client Certificate Authentication
	Not used
	

	Trusted CA List Profile
	[None]
	

	NAE Username Field in Client Certificate
	[None]
	

	Require Client Certificate to Contain Source IP
	Unchecked
	Not marked.

	NAE User Account Lockout Settings

	Enable Account Lockout
	Checked
	

	Number of Failed Authentication Attempts Before Account Lockout
	3
	

	Account Lockout Duration
	60
	


3.2.1.2 Health Check

The default configuration is to leave the health check functionality deactivated. However, if the project team wishes to use health check, a specific value must be specified in the Local IP field.

3.2.1.3 Unused Health Check (Standard)

Use these settings if there is not a specific request to use the health check functionality.
	Item
	Value
	Notes

	Enable Health Check
	Unchecked
	

	Local IP
	
	This value is unspecified since the health check is not activated.

	Local Port
	
	This value is unspecified since the health check is not activated.


3.2.1.4 Activated Health Check

Use these setting if there is a specific request to use the health check functionality.
	Item
	Value
	Notes

	Enable Health Check
	Checked
	

	Local IP
	Specific IP
	A specific IP address must be selected.

	Local Port
	9080
	9080 is the standard port for heath checks on the Ingrian.


3.2.1.5 SSL 

	Item
	Value
	Notes

	Allowed Protocols
	SSL 2.0: Unchecked
SSL 3.0: Checked
TLS 1.0: Checked
	

	Session Key Timeout
	7200
	


The SSL Cipher Order section should appear as follows:
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3.2.2 Cluster

There are no specific security settings for the Cluster section.

3.2.3 Date & Time

There are no specific security settings for the Date & Time section.

3.2.4 Network

3.2.4.1 Network Interfaces

There are no specific security settings for the this section.

3.2.4.2 Gateways & Routing

There are no specific security settings for the this section.

3.2.4.3 Hostname & DNS

There are no specific security settings for the this section.

3.2.4.4  Port Speed

There are no specific security settings for the this section.

3.2.4.5 High Availability

There are no specific security settings for the this section.

3.2.4.6 IP Authorization

There are no specific security settings for the this section. However, it is recommended that access be limited to specific IP clients, ranges, or subnets where feasible.

3.2.5 SNMP

If SNMP is to be enabled, this section should be revised by Information Security. 

3.2.6 Administrators

3.2.6.1 Administrators

The Ingrian System Guide contains specific information on configuring individual administrator accounts. There are restriction around what permissions can be assigned. Some of the permissions may only be assigned to official key custodians.

3.2.6.2 Password Management

The password configuration must match Symantec’s general password requirements for administrative accounts. 
	Item
	Value
	Notes

	Password Expiration
	90
	

	Password History
	4
	

	Minimum Password Length
	12
	

	Password Must Contain At Least One:
	Lower Case Letter: Checked
Upper Case Letter: Checked
Number: Checked
Special Character: Checked
	


3.2.6.3 Multiple Credentials

The multiple credentials feature is not used.
	Item
	Value
	Notes

	Require Multiple Credentials
	Unchecked
	

	Number of Administrators Required to Perform Configuration Operations
	
	Value unspecified since this feature is not used.

	Allow Time-Limited Credentials
	Unchecked
	

	Maximum Duration for Time-Limited Credentials
	
	Values unspecified since this feature is not used.


Both the Credentials Granted and the Grant a Credential sections should be empty.

3.2.6.4 Remote Administration

	Item
	Value
	Notes

	Web Admin Server IP
	IP address
	Select the IP address for administrating this device.

	Web Admin Server Port
	9443
	This is the standard port for administrating Ingrians.

	Web Admin User Authentication
	Unchecked
	

	SSH Admin Server IP
	IP address
	Select the IP address for administrating the device.

	SSH Admin Server Port
	22
	This is the standard SSH port.


3.3 Tools

There are no specific security settings for this section.

3.4 Logs & Statistics

3.4.1 Log Configuration

3.4.1.1 Rotation & Syslog

The rotation schedule needs to be configured so as to meet Symantec’s requirements for log retention. This cannot be specified here as it depends on the amount of activity on each particular device.

The Syslog settings will need to be determined. [TBD]

3.4.1.2 Log Levels & Signing

Sign Log should be checked.

Both CA Server Log Settings and SQL Log Settings should set to “Normal.”

3.4.2 Log Viewer

There are no specific security settings for this section.

3.4.3 Statistics

There are no specific security settings for this section.

3.5 Maintenance

3.5.1 Backup & Restore

This section is covered in detail in the Ingrian Key Management Runbook.

3.5.2 Services Configuration

The Services List should look like this.
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3.5.3 System Information & Upgrade

There are no specific security settings for this section.

3.5.4 System Health

There are no specific security settings for this section.

3.5.5 Network Diagnostics

There are no specific security settings for this section.
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