
Internal Security Assessment Methodology

Internal Discovery Phase

This process involves acquiring information from the local corporate network that identifies the network and its devices without actually attempting a breach.  The information collected implies the access routes and possible vulnerabilities that may exist on the network.

1. Determine physical network layout

2. Identify network hardware

3. Identify network services

4. Identify network perimeter

5. Identify site-to-site mapping

Identify potential business resources

Validation of information collected will be performed against the client’s information, provided during the debriefing and any discrepancies will be discussed with the client.  This is done to reduce the possibility of errors during the penetration phase.

Internal Penetration Phase

This step identifies vulnerabilities that may exist on the internal network.  This phase could reveal problems that would allow network elements to be compromised, or reveal exposures that might grant unauthorized access to the internal network.  Internal scans are limited to production servers and do not include all computers located at the physical location.  A few random workstations may be selected to scan, or a review of your organizations new workstation installation policy may be completed to ensure that individual workstations are configured correctly.

1. Assess any resources access restriction

2. Determine access capabilities to business resources

3. Perform vulnerability assessment on network hardware

4. Perform vulnerability assessment on network services

5. Assess trust relationships between hosts and networks

6. Acquire domain and user information

7. Audit passwords or user authentication information

Internal Analysis Phase

This step collects the information from the Internal Penetration phase, uses it to determine how much of a breach of security has occurred, and what needs to be done to alleviate the risk on the internal network.  The security posture of the internal network is then reported as well as recommendations for fixing the security problems found.  A tactical execution plan will be developed for remediation of the security problems.

On-Site Architectural Review Phase

This step reviews at a high level, the current internal network architecture. It will provide a high level, first stage overview of potential areas of concern relating to the security posture of the infrastructure. This phase will require an on-site visit and proper coordination with designated Points of Contact.

Results and Recommendations

After completing the assessment, a document outlining all of the findings and recommendations will be produced as a deliverable for the client.  These findings will include a review of the overall security posture of the enterprise and the effectiveness status of currently implemented security solutions
External Assessment Methodology

The objective of the External Assessment is to gather information about the External Network in order to determine where security problems exist. The process has three phases: Discovery, Penetration, and Analysis.
External Discovery Phase

This phase involves acquiring information from outside sources that identifies the network without actually attempting a breach. The information collected implies the possible vulnerabilities that may exist on the network. Steps in this phase include, but are not limited to, the following:

1. Determine physical network layout

2. Determine the presence of an IDS system

3. Identify site-to-site mapping

4. Identify network hardware

5. Identify network services

6. Identify network perimeter

7. Identify hosting and network providers

8. Acquire Domain Name service information

Determine web security and co-location

Validation of information collected will be performed against the client’s provided information, and any discrepancies will be discussed with the client. This is done to reduce the possibility of errors during the penetration phase.

External Penetration Phase

This phase identifies vulnerabilities that may exist on the external network. The problems discovered might reveal vulnerabilities that will allow network elements to be compromised and possibly gain access to the internal network.

1. Assess effectiveness of firewalls

2. Assess effectiveness of Intrusion Detection System

3. Perform vulnerability assessment on network hardware

4. Perform vulnerability assessment on network services

5. Acquire domain and user information

6. Identify any VPN services

External Analysis Phase

This phase collects the information from the External Penetration phase, uses it to determine how much of a breach of security has occurred, and what needs to be done to penetrate the internal network. The security posture of the external network is then reported as well as recommendations for fixing the security problems found.











































































































































































































































































































































































































































































































































































































































