Meditech Enterprise Directory Application Questionnaire
	Question
	Answer

	General Application Information
	

	Identify the key contact personnel for the application: business owner, technical expert, support, sponsor, etc.  Include name, phone numbers, email addresses, and roles.
	

	Identify the name and business purpose of the application.  Why do users use it?  How do users learn of it, or have it deployed to them?
	

	Is the application commercial-off-the-shelf, custom developed (external) or developed in-house?  If not developed in-house, how extensively has it been customized or modified?
	

	Do you have a test environment for your application?  How close does the test environment mimic the production environment?
	

	Do you have any future project timelines, planned releases for changes and improvements of the application?  Will the schema be changed?
	

	User Background
	

	What business units, geographical locations, or other subgroups of the company are included or excluded from the application?
	

	What types of users is your application supporting: internal users (employees, contractors), external users (partners, customers) or both?  How do you categorize your users?
	

	How many users are there of each type?
	

	How many users are active today?
	

	Are they mobile (with laptop) or do they rely on pure browser access?
	

	Do these users access your application as their primary application on a daily basis?
	

	Please project future application usage.  Do you anticipate growth?
	


Host Technical Information

	Question
	Answer

	System Background
	

	Describe the type of the application and its high-level architecture.  Provide technical documentation on directory/identity information, if available.
	

	What host Operating System(s) (OS) are used by the application, including platform and version?  What kind of hardware is used?
	

	What are the stores for your identity data, if any?  Is it stored with your application?  Is it a third-party database application?
	

	Do you synchronize or transfer identity data between your application and Active Directory or any other repositories? If so, how often?  Bidirectional or one-way? Which data elements? Is the process automated or manual?  Using what tools?  Who is responsible?
	

	What are the availability requirements (24x7)? Are there maintenance windows available?
	

	Communication Information
	

	What is the computer hostname and IP address (if static) of the system where your application is hosted?
	

	What communication protocols are used to access your application’s directory data?  If no access is possible, can the application export a flat-file?
	

	Are there any certificates required?  Are any special protocols (e.g. Kerberos, SSL) used?
	

	Does your application use any data connectors?  If so, please list the data connectors used.
	

	How do other applications access your directory information or store?  
	

	Are there any specific ports that must be used, or other elements that might block access?
	

	Is a special user ID or other authentication method needed to access identity data in your application?
	

	Access Information
	

	Is there Single Sign-on with other applications?  If so, which applications and what single sign-on method?
	

	What kind of security information does your application directory contain (authentication data, passwords, certificates, access control information, etc)?
	

	Which directory is used for user authentication (e.g. AD Domain, LDAP directory, Kerberos, PKI, internal database, other repository)?  Can the application use other authentication infrastructures?
	

	Are there any hardware-based credentials used (e.g. ActivKey, ActivIdentity, SecurID card, etc.)?
	

	Does your application use a standard for username/password?  Please describe the standard.
	

	If a common username/password sign-on is implemented, is there any problem with your application adopting this standard?
	


Data Source Information

	Question
	Answer

	Identity Data
	

	How is identity data currently maintained within the application? 
	

	Who maintains the identity data repository?
	

	What is the unique naming attribute (key) used in the application? What format is the key?  Is the userid of the network OS (e.g. Active Directory login ID) reused, or any other global user ID?
	

	What kinds of data objects and attributes does your application contain?  Please provide information relating to user identities (schema, preferably).
	

	For each user attribute, please describe the name, syntax, format, data type, meaning and other relevant information from a data directory standpoint.
	

	Is it necessary for the application to be master of all user data?  Is your application the source of record (i.e., authoritative) for the information?  Which data elements?
	

	What percentage of the data is reliable (current and correct)?
	

	Is identity data replicated?  If so, how often does replication occur?  Where is it replicated?
	

	What information exists in your application directory for Employee lookup?  Can this information be stored in another directory store?  Which ones?
	

	User Rights/Security
	

	Are authentication and authorization information separated? Are they stored in a central repository or are they distributed over several data stores?
	

	Does every user have the same rights within the application or are there different groups/roles?
	

	Who defines groups/ roles/ profiles?
	

	What do users need to do if they require access within the application? Who administers this?
	

	Can the administration of user rights/ roles be delegated (e.g. one coordinator for all users from one customer)?
	

	For the password-based authentication to the application – are there any existing policies or rules?
	

	What are the current application password change processes and policies?
	

	Who is responsible for password rules and guidelines?
	


Application Administration

	Question
	Answer

	Administration
	

	Who administers (loads/sets up/changes/deletes) users?
	

	Do you have clearly documented processes for that?
	

	Can users change their own credentials? Which users? How can they do this?
	

	Is user self-registration available and/or required?
	

	How many FTEs (full-time equivalent) are required to maintain user profiles and credentials for each population of users?
	

	How many adds, changes and deletions of user objects occur per time period for each population of users?
	

	What percentage of application-related help desk calls are requests for help with passwords or user identities?  Can the central help desk reset passwords for your application?
	

	Application Access
	

	How does a user get access to your application(s)?
	

	Who provides access?
	

	Who approves?  What is the approval flow?
	

	How will users log on? (User ID, password)
	

	How does the user get a User ID, password?
	

	Termination of Users
	

	What will I do in case I don’t need to use the application anymore?
	

	What happens if people quit / should not have access anymore?
	

	What are the risks of a user who should not have access still having access to the application?
	

	Is there a maximum amount of time required before the user is removed?
	


Application Security

	Question
	Answer

	General
	

	Are there any laws or regulations that have to be taken into account?  What are they?
	

	Is data from your application shared outside of CHI (i.e. to JOAs, etc.)?
	

	Are data sharing agreements necessary to transfer data between applications or within the organization?
	

	Identity Processes
	

	What provisioning and de-provisioning processes do exist for the application (e.g. adding or disabling users or changing their privileges)?
	

	For manual or automatic provisioning or de-provisioning processes – from which system/organization is identity data (name, email etc) currently derived from? 
	

	Do workflows have to be implemented?  For example, multiple managers have to authorize the account creation/deletion/change?
	

	Application Authentication
	

	Are different authentication methods for different user levels required?
	

	Should users authenticated for a lower sensitivity level be asked to re-authenticate if they try to access a resource with a higher sensitivity level (step-up), or should they be rejected?
	

	Auditing
	

	What auditing solutions are currently in place for your application?
	

	Is auditing planned or required?
	

	What kind of information needs to be audited?
	

	How long do the audit records need to be kept?
	

	Are there any legal requirements regarding the audit trail?
	

	What are the security requirements for accessing the audit store?
	


