Windows 2000 Logon through Firewall

To enable a Windows 2000 Server-based computer to log on to a Windows 2000 domain through a firewall you need to open the following ports for inbound traffic. In most cases this would be done to allow a Windows 2000 server hosting Exchange 2000 to be placed on a DMZ.

· 53 (User Datagram Protocol [UDP]) - Domain Name System (DNS). 

· 88 (Transmission Control Protocol [TCP], UDP) - Kerberos authentication. 

· 123 (TCP) - Windows Time Synchronization Protocol (NTP). Note that this is not necessary for 

Windows 2000 logon capability, but may be configured or required by the network administrator. 

· 135 (TCP) - EndPointMapper. 

· 389 (TCP, UDP) - Lightweight Directory Access Protocol (LDAP). 

· 445 (TCP)- Server message block (SMB) for Netlogon, LDAP conversion and distributed file system (Dfs) discovery. 

· 3268 (TCP)- LDAP to global catalog servers.

· One port for the Active Directory logon and directory replication interface (universally unique identifiers [UUIDs] 12345678-1234-abcd-ef00-01234567cffb and e3514235-4b06-11d1-ab04-00c04fc2dcd2), which is typically assigned port 1025 or 1026 during startup. This value is not set in the DSProxy or System attendant (MAD) source code, so you need to map the port in the registry and then open the port on the firewall. To assign a static port mapping enter the following registry key

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\NTDS\Parameters
Value Name: TCP/IP Port
Data Type: REG_DWORD
Radix: Decimal
Value: greater than 1024

For the servers inside the firewall to communicate back through the firewall to the external server on the DMZ, you also need to have ports 1024 through 65535 configured for outbound communications. Computers that initiate the communication through the firewall use a client-side port that is dynamically assigned and cannot be configured.

  

Question: 

How to change the log directory 
 Answer: To direct Log File to directory different then the standard $FWDIR/log. On UNIX system this can be achieved by adding 

setenv FWLOGDIR <log-dir> 

to the fwstart scripts before running the fwd and them fwm. 

To do this in NT, you must upgrade your software to 3.0b, and then use the Registry Editor to add to the key 

HKEY_LOCAL_MACHINE\SOFTWARE\CheckPoint\FW1 

the value FWLOGDIR with the desired path of the directory (which must exists). 

Authentication in more than one NT domain 

Question: 

If an environment has more than one Nt domain, then what should be done?

Let's say 10 NT domain, and the company doesn't want to change the domain structure in their enterprise network. Do we need to install and activate the Radius Srv. on all related domains for authenticating the users?

Answer: Set up the RADIUS server in its own domain and created trust relationships to the 10 other domains? Since trusts are not transitive, you won't be violating any security precautions set up by the domain structure, although if the trusts are across slow WAN links you may have to tweak the replication governor settings to make sure all that
database replication doesn't choke the lines. 

  

  

Question:

What is SKIP
Answer: 

Simple Key Management for Internet Protocols, is a development from SUN  Microsystems adds to additional features to Manual IPSec
· improved keys. A hierarchy of constantly changing keys 

· key management. protocol to exchange keys. 

 

IPSEC

The security services that IPSec provides requires shared keys to perform authentication and/or confidentiality.A mechanism to manually add keys for these services is implemented. This ensures interoperability of the base IPSec protocols.

Question: What is an SA
Answer: SA stands for an IPSec Security Association it is a description of how two or more entities will use security services in the context of a particular security protocol (AH or ESP) to communicate securely on behalf of a particular data flow. It includes such tings as the transform and the shared secret keys to be used fo protecting the traffic.

The IPSec security association is established either by IKE or by manual user configuration. Security associations are unidirectional and are unique per security protocol. The security associations for both directions are  established at the same time.

When using IKE to establish the security associations for the data flow, the SA are established when needed and expire after a period of time (or volume of traffic). If the Security associations are manually established, they are established as soon as the necessary configuration is completed and do not expire.
Question: What is ISAKMP/OAKLEY
Answer: It is a standard for negotiating Security Associations (SA) between two hosts that will be using IPSec. It is also the key management scheme that was chosen for IPversion 6. 

In IP version 4 ISAKMP/OAKLEY is optionnal

Question: What is Oakley
Answer: Oakley is a protocol developed By Hilarie Orman, a cryptographer from the University of Arizona

Question: What is ISAKMP
Answer: (Internet Security Association and key Management Protocol). ISAKMP was developed by researchers at the National Security Agency (NSA). Recently the NSA has come of the shadows and its considerable expertise in cryptography and security has been put to visible use. ISAKMP is one such output.

ISAKMP defines how two peers communicate, how the messages they use to communicate are constructed, and also defines the state transitions they go through to secure their communication. 

· provides the mean to authenticate a peer 

· exchange information for a key exchange 

· negotiate security service 

ISAKMP does not

· does not define how a particular key exchange is done 

· does not define the security attributes for establishing a security association 

· Key exchange is left to the Internet key Exchange and to the Domain IP sSecurity Domain of Interpretation.
Question: What do I specify by activating Aggressive mode
Answer: ISAKMP/OAKLEY key exchange is divided in two phases 

Phase one (Main/Aggressive Mode)

The peers negotiate an ISAKMP Security association (SA)  that will be used for encrypting and authenticating Phase two exchanges. The negotiated SA includes 

· encryption method 

· authentication method  

· keys 

Firewall-1 supports two modes for phase 1

· agressive mode(the default), in which three packets are exchanged 

· main mode, in which six  packets are exchanged 

Phase two
Using the SA negotiated in phase 1, the peers negotiate an SA for encrypting the IPSec traffic. Keys can be modified as often as required during a connection's lifetime by performing phase 2

 

Question:

What is AH
Answer: 

The Authentication Header (AH) is an IPSEC protocol used to provide 

· data integrity, proof of data origin on received packet 

· data origin authentication 

· optionnal antireplay services to IP.  

AH does not encrypt any portion of the protected IP datagram. AH provides everything that ESP provides except confidentiality.

It is defined in RFC 2042

A AH header looks like

	Next
header
	Payload
length
	Reserved
	Reserved


	

	Security Parameters Index (SPI)

	Sequence Number

	Authentication data


Question:

What is an Internet Key Exchange (IKE)
Answer: 

Prior to an IP packet being secured by IPSec, a Security Association(SA) must exist. SAs are created manually or dynamically. The Internet Key Exchange(IKE) is used to create them dynamically. IKE negotiates SAs on behalf of IPSec and populates the SADB.

Question:

What is IKE
Answer:
The Internet Key Exchange(IKE) is used to create Security Association(SA) dynamically, it is used in conjunction with the IPSec standard. It implements Oakley and SKEME key exchange inside ISAKMP.

Question: What is MD5
Answer: Message Digest 5 (MD5) is a hash algorithm

Question: What is SHA
Answer: Secure Hash Algorithm(SHA) is a hash algorithm

 

Question: Can I have a module in version 4.0 performing a VPN with a module in version 4.1
Answer: A VPN between 4.0 and 4.1 on any supported platform is subject to the restrictions detailed in the release notes for each version of FireWall-1.

4.0 SP5 cannot use the CBC-DES MAC keyed hash function with any version of 4.0 prior to SP5 nor can it use this with 4.1. One would have to use either MD5 of SHA-1. This is limited to SKIP or Manual IPSec.

For IKE, 4.0 SP3 (Nokia) can establish a VPN with 4.1. General platforms SP2 can establish a VPN with 4.1

 

Question: How to  make a VPN work between FireWall-1 and a Cisco routers? 

A:  See the following URL: http://www.imtek.com/IPSec.html 

 

Question: What is tunnel mode?
Answer: Tunneling is a method of using an internetwork infrastructure to transfer data for one network over another network. The data to be transferred (or payload) can be the frames (or packets) of another protocol. Instead of sending a frame as it is produced by the originating node, the tunneling protocol encapsulates the frame in an additional header. The additional header provides routing information so that the encapsulated payload can traverse the intermediate internetwork.
The encapsulated packets are then routed between tunnel endpoints over the internetwork. The logical path through which the encapsulated packets travel through the internetwork is called a tunnel. Once the encapsulated frames reach their destination on the internetwork, the frame is unencapsulated and forwarded to its final destination. Tunneling includes this entire process (encapsulation, transmission, and unencapsulation of packets).

IP Security (IPSec) Tunnel Mode allows IP payloads to be encrypted, and then encapsulated in an IP header to be sent across a corporate IP internetwork or a public IP internetwork such as the Internet.



Question:

What protocols and ports numbers are used for IPSec
Answer: 

IPSec traffic consists of three components. UDP/500 is used for ISAKMP key negotiations. IP protocol 50 carries the Authentication Header traffic, and IP protocol 51 carries the encapsulating security payload.

TimeStep IPSec equipment requires access to an Entrust certificate authority on TCP/709.

 

Question: 

Problems Setting Up Hybrid-Mode IKE Encryption
We have tried to generate CA keys for a hybrid-mode IKE VPN setup, which has appeared to be successful, but in actuality did not work. After certifying the firewall objects, no certificates appeared in the list, and the Hybrid-Mode option did not appear in the workstation properties either.
Answer: Prior to generate the certs, the firewall processes must be stopped. Then the certificates should be generated, objects should be certified, and then the firewall process should be restarted. A few people had to repeat this process a couple of times, but all eventually got it to work using that methodology.

Question: 

What are the interoperability tests that have been performed or that are known to work by today with FireWall-1
Answer:
Interoperability between different VPN vendors is a raising subject. We list the equipments we know are working to build a VPN with FireWall-1. When possible you will find configuration information.

	VPN between Firewall-1 and an other vendor
	VPN type

	Cisco routers 17xx, 25xx, 26xx
	IKE-based IPSEC

	Cisco Pix
	 

	Nortel Contivity Switch
	 

	SonicWall
	 

	VPN Client  like SecuRemote
	 

	Linux
	IKE and IPSEC

	PGPnet
	 


Question: I need to have SecureRemote from behind a NAT device
 

Version history
	Build
	Version

	4153
	SecuRemote 


Question: What is SecureClient
Answer: It is SecuRemote configured with the Desktop Security feature.

SecureClient == SecuRemote EXCEPT that SecureClient has the capability to function as a "mini-firewall" to prevent hijacking of SecuRemote sessions (this is the "Enable desktop security support" option you see during install
of SecuRemote 41xx - that's the ONLY difference from an install perspective). To use it without the "mini-firewall" functionality, it is free. To use the SecureClient functionality, however, you must purchase licenses for it, which you would install on the management station. You will also need a policy  server function. This also requires FW1 v4.1/2000. Version 4.0 does not offer SecureClient functionality.

Question: What is icmpcryptver?
Answer: All Gateways and SecuRemote Clients participating in an FWZ VPN must agree on the value of icmpcryptver in order to enable ICMP. icmppcryptver is defined in objects.C on the gateway and in state/userc.set on the SecuRemote client. Its default value is 1 . A value of 0 enables comatibility with version 3.0. In version 4.1, FWZ encrypted ping will not work if value is set to 0.

Question: Do I need a seperate policy server with SecureClient
Answer: No, this can be on the same system as a VPN/Firewall module

Question: How to configure about SecuRemote and multiple sites:
I have an enterprise firewall at my main office location, with the management console, and have 6 and growing firewall modules spread around the world. SecuRemote is working perfectly to get into the main office, the firewall with the CA & Management console, but I can't for the life of me figure out how to make it work for my remote offices.

If  I add a site in SecuRemote pointed to the remote firewalls, it says this is not a certificate authority.

I've also tried making the Encryption Domain for the main site encompass my entire intranet, and I can see that the other firewall's protected networks get downloaded into the user.c file on the SR client, but no data is able to flow anywhere but in and out of the main office. Is there a trick to make this work, or am I going to have to make every remote firewall a CA, and add all of them to each securemote client ?

Answer: You only need to add the single certificate authoritiy for your network. Set up an encryption domain for each firewall. When the SecuRemote client gets the information from the CA, it will find, a key for this IPx, I need to talk to X firewall, for  IPy, I need to talk to Y firewall...Just try setting up the encryption domains for each firewall individually...

 

Question: How can I isolate SecuRemote trafic in the log ?
Answer: Select from the action tab decrypt

 

Question:  How to debug Secure Remote
Answer: Create a file at the root of you C: drive called fwenc.log.

Reboot your computer and all info Secure Remote generates will be logged to this file.

You must kill Secure Remote prior to opening or viewing this file, otherwise you will receive a sharing vialation.

 

 

Question: How to have SecuRemote Access to an internal DNS for DNS resolution
Answer: To solve this problem, proceed as follows:

1 Modify the $FWDIR/conf/dnsinfo.C file on the Management Station to redirect DNS by providing the following information.

· the internal DNS server’s IP address

· the domain for which it resolves names

· the maximum number of labels to resolve (for example, 3 for xxx.hello.com). Suppose the SecuRemote Client’s domain is .hello.com and it fails to resolve yyy.goodbye.com. By default, Windows will then try to resolve yyy.goodbye.com.hello.com, and you will probably not want this query to be encrypted. 

· the network addresses for which it resolves (for reverse DNS)

2 In $FWDIR/conf/dnsinfo.C, 

set :encrypt_dns (true) under :dnsinfo.

3 Instruct the gateway to encrypt DNS by changing the definition of

USERC_DECRYPT_SRC in crypt.def.

4 Reinstall the Security Policy on the gateway so that these changes take effect.

5 On the SecuRemote Client, 

set :dns_encrypt (true) 
under :options in database\userc.C.

Note – :dns_encrypt (true) is the default in VPN-1/FireWall-1 Version 4.1 and higher.

 

	Q:
	How to configure SecuRemote for a split DNS configuration, to make it get the Secure Domain Login functions working with a 4.1 SP2 firewall and a Windows 98 client.

	A:
	Many pointed out that getting SDL to work correctly can be very challenging.  From Gregor Munro an exact fix that worked for him.  He suggests cutting and pasting the solution (included below), directly into your $FWDIR/conf/dnsinfo.C file, and then editing it to suit your network.  The reason you should not try to start this file from scratch is that spacing and case are extremely important.  For example, using an "LMData" tag will not work - it needs to be "LMdata."

--Begin $FWDIR/conf/dnsinfo.C-- 

( 

:LMdata ( 

: ( 

:ipaddr (10.0.0.1) 

:name (MERLIN) 

:domain (ROUNDTABLE) 

) 

: ( 

:ipaddr (10.0.0.1) 

:name (MERLIN) 

) 

) 

) 

--End $FWDIR/conf/dnsinfo.C-- 


 

Question: Which dnsinfo.C file is used in distributed environment
Answer: The answer is from Byoung Sun Yu <byu2@lucent.com>, which says that the dnsinfo.C downloaded to the SR depends on from where SR downloads the topology. It sounds you make SR download the topology from FW module. Then you need to keep it on each and every FW module from which SR downloads topo. If you can let the user access the magement server to download the topology, then you just need to keep dnsinfo.C there.

 

	Q:
	What do IP Pool features do, in 4.1.  This  has something to do with NATof inbound traffic, but  why one would want to NAT inbound traffic.

	A:
	The main reason for this new feature is to properly handle internal network routing, when a company's internal network is connected to the Internet in multiple places.  
Prior to version 4.1, if a SecuRemote VPN was established through one of the company's firewalls, the Internet routable source IP address would have to be passed into the internal network.  This works fine, so long as the path back out to the Internet goes through the same firewall original packets came in on.  
However, several large companies now have multiple Internet connections, which poses a unique problem.  If you were to route the Internet routable source address through one firewall, and then try to access internal resources in another office that had it's own Internet connection, there is a high probability that return packets would be routed through the second office's Internet connection, and thus break the VPN.  It is for this reason, that Check Point added new functionality to allow you to "hide" incoming VPN traffic.  This way, one can add specific internal routes to get VPN return traffic back to the specific firewall it came from.


 



Question: 

UDPencapsulation is using port 0
For UDPencapsulation I did all the requested configuration but it does not work. I manage to authenticate, this is using port 500 but then my SRclient uses UDP port 0 and not UDP port 2746. What is wrong ?
Answer: 

I just recently got this all working! The problem with the UDP port zero was that I had turned on force_udp mode in SR, but I don't think the firewall server had it turned on or configured properly. Once I confirmed the firewall HAD been updated, SR didn't start working right with UDP mode until I did I site "update"; then it worked like a charm. I guess in SR you can force UDP, but without the firewall's help, it doesn't assign a port - and some smart programmer defaulted the port to zero to show an obvious
config problem. Once more  do not forget to reload the last policy on each firewall module

Question: 

With UDP encapsulation I did all the requested Modifications, on the client and the firewall, and both are version 4.1 SP2, but it is still not working. I see authentication is OK and Keys are exchanged. The client starts to send information on port udp 500 and then on port 2746, but no answer from firewall is received on port 2746.
Answer: 

The firewall is still not able to communicate over port 2746. Try to reload the policy on the firewall and if it is not sufficient perform an fwstop followed by an fwstart. 

Question: 

What ports are used by SecuRemote
Answer: 

SecuRemote uses several TCP, UDP, and IP Datagram types depending on whether FWZ or IKE is used.

· IP Protocol 50 for IKE

· UDP Port 2746 used for the UDP Encapsulation mode for IKE in Secure Client 4.1 SP2 and later.

· TCP Port 264 for Topology requests from 4.1 or later clients to 4.1 or later firewalls

· TCP Port 256 for Topology request from 4.0 or earlier clients to 4.0 or earlier firewalls (4.1 clients fall back to this when talking to 4.0 firewalls)

· IP Protocol 94 for Encapsulated FWZ

· UDP Port 259 for FWZ key exchange information.

Question: 

Overlapping encryption domains
Answer: 

This message usually appears when you made a configuration Mistake.

This is annoying since your users will not be able to download your network topology and then new users will not be able to exchange topology with your gateway. This means that new users will not be able to use SecuRemote.

To solve this temporary situation install SecuRemote normally and before defining your site, take from a good SecuRemote configuration the file located usually in 

c:\Program files\Checkpoint\SecuRemote\database\userc.C

and copy it to the same location for the new installation.

Reboot the system and when starting SecuRemote your site should be defined.

 

	Remote Management 
	


 

Question: Do you have a procedure for moving  the management server on WIndows 2000
Question: SecuRemote access to a standalone management station
Question: Management module separation and SecuRemote
Q Management module separation and SecuRemote access through NAT
Question: What does it mean when I see in the status window System "untrusted"
 

Question: How to Check that a Remote module is Running
Answer: Using the policy editor, click on remote firewall object and click on "Get Version".  button. If it returns the correct version your firewall is at least talking to remote version of Firewall. 

On Command line you can check:

fw stat remote-fw
When you cannot contact the remote module you will get a message saying for a firewall you named fw-remote:

Failed to get version for fw-remote

In this case your 2 firewalls are not communicating with one another.

Question: Do You Really Need to Stop (fwstop) Firewalls for Putkeys to Work?
Answer: The firewalls have to be stopped and started, but there is a possible workaround. Contrary to all Check Point documentation, Bill Husler found that it isn't always necessary - the reason for the stop/start is simply so that you can exchange keys, prior to the next authentication request. Since this is the case, there exists a small window of time which would allow for successful key exchange, while both firewall processes continue to run. To take advantage of this, Bill found that if he opened two separate administrative windows into the two separate systems, issued the putkey commands, then hit Enter on the management window and Enter on the firewall module window, the exchange happened quick enough to prevent the need for a fwstop.

Question: Is the session between the GUI client and the Management console encrypted? 

Answer: I may be wrong, but I was under the impression that the session between the GUI client and the Management server is encrypted if you are using a version of FW-1 with encryption and clear text if you are using a non-encryption version. The method by which your firewall and management station communicate is defined in the control.map.  Within it are certain variables that mitigate how your firewall will talk to your management, fwz, ssl, or none (no encryption).  By
default the communication that exists between the two is encrypted so long as you have an encryption module loaded.

Question: How can I secure the session between the Management client and a firewall or a Management console 

Answer: If you are running fw-1 on solaris it's no problem install ssh and download the secure crt client on your management client. Configure scrt so it's tunnels all packets that comes from port 258 to your solaris. (it's possible in scrt version 2.3x and above i think) Then in the gui client just enter 127.0.0.1 (localhost) as management sever.
Then all fw-1 management communication is encrypted. 

Question: Single Rulebase for Multiple Firewalls?
If I want to manage multiple Remote Firewall modules with a single management station, is it possible with a single rulebase, instead of having 10 different rule bases, one for each individual remote module, we want a single rule base that is installed on all 10 remote modules.  We specify in the rule base what rules apply to what remote modules under the "Install On" column.  Usually, we create separate rule base for every remote module.

Is this a good practice or is it  bad because it creates a huge single rulebase that is installed on every Firewall. Also, wouldn't this also create allot of CPU overhead, as now every Firewall has to process a rulebase where 80% of the rules do not apply to it. Is there an advantage to having a single rulebase for many remote modules? 

A:Either way is correct. Both ways have their plusses and minuses.
If each firewall has a different rulebase file, it is fairly easy to see what security policy is on an individual firewall. Also, it is far easier to specify whether or not a rule is enforced inbound, outbound, or eitherbound. On the other hand, it is possible to install the wrong rulebase on the wrong firewall, thus causing an outage on an individual firewall. Also, if you have to make global changes, you have to change each individual security policy file. If you do not feel to comfortable with firewall policies, go that way, it is much clearer and easier to understand. 

A single rulebase is slightly more difficult to maintain. 

On the other hand, you can see your entire site's security policy at a glance and it does prevent snafus that occur from installing the wrong rulebase on the wrong firewall. Only the rules that apply to a specific gateway will be installed there. On the downside, when you list specific gateways in the Install-On field, rules are enforced in the eitherbound direction (i.e. they must pass through the rulebase twice). This is only usually noticable with large rulebases on heavily-loaded systems.

If you are going to go with a single security policy file for multiple firewalls, here are my hints: 

· Rules that apply to "all" firewalls should have the install-on be listed as gateways (e.g. any any any drop) 

· Potentially busy rules on all firewalls should be installed on gateways to increase performance (even if a particular firewall can't enforce the rule). 

Q: Firewall module does not authenticate Management module. I get the following message when I try and install my security policy from my management console to my remote firewall module: 

Installing Security Policy /etc/fw/conf/TLA20000322.pf on
all.all@fwtla 
Authentication for command load failed 
Failed to Install Security Policy on fwtla: Unauthorized access
Answer: Redo putkeys on both sides 

Question: Even with  redoing the putkeys nothing changed. What's going on? 

A: For some reason, the firewall module is not recognizing the management console as that: the management console. This may be because the management console is described in the GUI with a different IP address than the hosts file on the firewall and management. Correcting the network object and/or the hosts file (possibly re-doing the putkeys)
should solve the problem. 

If this does not work, consider the $FWDIR/lib/control.map file (this is more or less the "default"
control.map file): 

MASTERS :stat,getkey,gettopo/none opsec/fwn1 */fwa1 
CLIENT :load,db_download,fetch,log/fwa1 opsec/fwn1 */none 
* :stat,getkey,gettopo/none unload,ioctl,load,db_download/deny opsec/fwn1 */fwa1 

What does this file mean? 

1.When my master talks to me (as defined in $FWDIR/masters), I will: 
Allow stat, getkey, and gettopo functions without authentication 
Require fwn1 authentication for opsec-related functions. 
Require fwa1 authentication for all other functions. 
2.As a client talking to my master (or as a master talking one of the managed firewalls), I
expect to: 

· Authenticate with fwa1 for load, db_download, fetch, and log functions.  

· Authenticate via fwn1 for opsec-related functions.  

· Not authenticate for other functions.  


3.When talking to all other hosts (or other hosts talking to me), I will: 

· give (or require) no authentication for stat, getkey, and gettopo functions.  

· deny authentication for unload, ioctl, load, or db_download functions.  

· give (or require) opsec authentication for opsec functions.  

· give (or require) fwa1 or all other functions.  



To resolve this, you will need to modify the control.map file on the remote firewall. Make a copy of the SERVER line, replacing the word "SERVER" with the IP address of the management console (e.g. a.b.c.d). Place the new "SERVER" line between the existing SERVER and the CLIENT line, so the file looks like this: 

MASTERS :stat,getkey,gettopo/none opsec/fwn1 */fwa1 
a.b.c.d :stat,getkey,gettopo/none opsec/fwn1 */fwa1 
CLIENT :load,db_download,fetch,log/fwa1 opsec/fwn1 */none 
* :stat,getkey,gettopo/none unload,ioctl,load,db_download/deny
opsec/fwn1 */fwa1 

This new line means makes it so that when communication takes place with a.b.c.d: 

Allow (or request) stat, getkey, and gettopo functions without authentication 
Require (or give) fwn1 authentication for opsec-related functions. 
Require (or give) fwa1 authentication for all other functions. 

Because this file is processed in order, the order of the lines in control.map is important. Bounce the remote firewall (fwstop; fwstart) and attempt to load security policy and it should succeed. 

If you're still having problems, see Can't Get Putkeys to Work. 

  

Question: What does it mean for a firewall gateway object to be defined as internal or as external? 

Answer: A gateway object will be defined as external if it is managed by a seperate Management Console. If one or several inspection modules are managed by a central management module, as is the case of remote modules, they will be marked as internal.  

  

Question: How to configure VPN-1 to work with MRTG 

Answer: To setup MRTG, yo have to setup the snmp facility of the FW1 and assign a password to read the MIB. Since MRTG uses snmp you will need to have an snmp agent running on your NT box, or any other OS, and also allow snmp-read, echo-request & echo-reply services on the fw1 box for mrtg box to access. After that you have to setup MRTG,  you can find a very good document about it at :

http://www.david-guerrero.com/papers/snmp/lj.html
As a reminder you might know snmp service is unsecure. To use this software snmp 161 port must be opened/ or accessible on Firewall infront of web server. 

Concerning configuration, you can use the oid values of the accepted dropped etc.. This will allow you to graph the same values you would get from the status monitor. There is a Checkpoint mib that use can be used with snmpwalk to get the oid numbers for the mrtg query. It's pretty easy and it works well. 

Daniel Schade <firewall-1@gmx.de> has published the necessary Oid 

Name: fwModuleState Oid: 1.3.6.1.4.1.2620.1.1.1 Description: The state of the fw module.  

Name: fwFilterName Oid: 1.3.6.1.4.1.2620.1.1.2 Description: The name of the loaded filter.  

Name: fwFilterDate Oid: 1.3.6.1.4.1.2620.1.1.3 Description: When was the filter installed (STRING!)  

Name: fwAccepted Oid: 1.3.6.1.4.1.2620.1.1.4 Description: The number of accepted packets.  

Name: fwRejected Oid: 1.3.6.1.4.1.2620.1.1.5 Description: The number of rejected packets.  

Name: fwDropped Oid: 1.3.6.1.4.1.2620.1.1.6 Description: The number of dropped packets.  

Name: fwLogged Oid: 1.3.6.1.4.1.2620.1.1.7 Description: The number of logged packets.  

Name: fwMajor Oid: 1.3.6.1.4.1.2620.1.1.8 Description: FireWall-1 Major Version.  

Name: fwMinor Oid: 1.3.6.1.4.1.2620.1.1.9 Description: FireWall-1 Minor Version.  

Name: fwProduct Oid: 1.3.6.1.4.1.2620.1.1.10 Description: FireWall-1 Product.  

Name: fwEvent Oid: 1.3.6.1.4.1.2620.1.1.11 Description: A string containing the last snmp trap sent via fw 

  

Question: By doing remote management of Solaris firewalls we log under a user account and then perform a su to become root. Then I loose all PATH and other variables, what happens and how can I correct this. 

Answer: By using the su command you work in the su environment which reads its environment from a file in /etc/default/su. To restore your adequate environment variable you have to set them in that file. For the specific case of the PATH variable you will need to modify the SUPATH variable defined in /etc/default/su. Below you will find an example of the SUPATH variable. 

SUPATH=/usr/sbin:/usr/bin:/opt/CKPfw/bin:/usr/local/bin 

Question: Do you have a procedure for moving  the management server on WIndows 2000 

Answer: Can the Management server run on Windows 2000?
YES

What are the procedures (documentation) for moving a management server?
1. Install the FireWall-1 software on the 2000 server. When setting this software up, designate the firewall module as a remote module. You will be prompted for a
secret key to authenticate management commands. YOU MUST USE THE SAME KEY OF THE FIRST TIME, OR EVEN DO PUTKEYS AGAIN.

2. Remove current objects.* from the 2000 server

3. Transfer these files from the SOLARIS management module to the new 2000 managment module (FTP is fine):

$FWDIR/conf/objects.C (objects and properties)
$FWDIR/conf/*.W (security policy)
$FWDIR/conf/rulebases.fws (Combined rule bases for GUI clients)
$FWDIR/conf/fwauth.NDB (User database)
$FWDIR/conf/fwmusers Adminstrators
$FWDIR/conf/gui-clients Allow GUI Adminstrative hosts

Note: Any *.NDB files must be transferred in binary mode. All other files should be transferred in ASCII mode.

3. Restart the 2000 management station.

4. Sometimes it is neccessary to regenerate the rulebases.fws file and objects.C files once moved to the new management station. This is done when you no longer see your rulebases or objects once you login to the Gui Client on the new mangement console.

  

Question: SecuRemote access to the management station 

The management station is standalone, the firewall module is on a different system. 

Answer: Do a static NAT and let FW1_topo and FW1_ClientAuth through to it If you have a problem try defining a new object with the NAT'ed address of
your Management Server and put it in the same rule.

Question: Management module separation and SecuRemote 

Up to now we had the firewall module and the management module on the same system. We have users accessing with SecuRemote. We are going to split the management module from the firewall. Does it mean that we will have to have access to the management module for all Securemote Users. 

Then what happens with the addressing structure 

  

Answer: Since all authentication and topology downloads are performed against the Management server, you will certainly need access to the mgmt from the
outside world. It may be NATed, but it has to be accessible.

  

Question: What does it mean when I see in the status window System "untrusted" 

This is mostly the case, if the authentication between Management and Enforcement Point is not ok. To get it trusted, you can either work with cpconfig on the Firewall and the Management (FW: Master, MM: Remote Module) or do it manually:
At the FW:
- fwstop
- edit $FWDIR/conf/masters and put the IP of the Management here
- fw putkey -p password IP-Management
- fwstart
Do this for all Enforcement Points / Firewalls. Then go to the Management Module:
- edit $FWDIR/conf/clients and put the IP of the Enforcement Points here (not always necessary).
- fw putkey -p password IP-Enforcementpoint1 IP-Enforcementpoint2...

Then try to get the status again - it should be "trusted" then

  

	Authentication
	


Question: What do I need to have LDAP 

Answer: First you must have a licence to the AMC - or ldap is not available.  If you are using an eval licence, it will work, but the AMC licence is quite expensive so be careful.

Question: Checkpoint and W2k LDAP integration
can we use Advance Directory (AD) on windows 2000 to perform LDAP authentication 

Answer: Official answer:  Not currently supported, as Active Dir is not fully LDAP standards compliant.  I don't know the exact date for this, but you should be able to get something from the web site, or from Check Point support.
. Unofficial user answer: getting Active Dir from LDAP works fine for me. Just set up Remote Access Services with a rule allowing all users, and turn their Dial-In access on.  Make sure you get the shared secret synced, and firewall-1 works with it fine. At least 4.1SP2 does.

  

How to use NT domain to authenticate users ?
Answer: You will find two general approaches, depending on the OS the firewall runs.

· If your firewall runs on NT, we will make it a menber of the NT domain. 

· If you are under Unix we use a RADIUS authentication to a NT domain PDC. 

Firewall under NT/Windows 2000
Load NT on the firewall and make it a standalone workstation.


Integration
Make the firewall a member of the PDC's domain. This will give us the ability to specify the PDC as the authenticator for logins.

Create a workstation object of type host for the PDC. (my-PDC). 

In the firewall object set Authentication properties to OS Password.

There are two methods that may be utilized for authentication of users to the NT PDC. The first is specifying the authentication method for the user as OS Password, the second is using the "*generic" user.


First
Define a user with authentication set to OS password

The rule that will authenticate the user is the following:

	Source
	Destination
	Service
	Action
	Track
	Install on

	firewall
my-PDC
	my-PDC
Firewall
	NBT
	Accept
	short
	firewall

	any
	my-PDC
	Service-Group
	UserAuth
	 long
	firewall


Service-Group: will contain the services you want to allow the user, for example FTP 

Now if the user opens a FTP session, the firewall will trap the session and authenticate the user to the OS password which in this case will be forwarded to the PDC. Hence authentication to the PDC from the firewall.


Second.
Define a user 

generic*
That is to say that the user name is the string generic*

Once created, the firewall will authenticate the user to an external name server, PDC, with the users name.

The second solution will allow any user defined in the PDC to use the access. The first solution restricts users that are defined on the firewall and in the PDC database. you might prefer the first one if you do not want all yur NT domain users to have access through the firewall.
Unix solution
If you are under Unix we use a RADIUS authentication to a NT domain PDC.

· Define the in the firewall properties authentication using RADIUS 

· Define a ressource for the RADIUS server 

· Set a rule in place to allow authentication using RADIUS

	Source
	Destination
	Service
	Action
	Track
	Install on

	firewall
my-PDC
	my-PDC
Firewall
	NBT
	Accept
	short
	firewall

	any
	my-PDC
	Service-Group
	UserAuth
	 long
	firewall


 

Question: How to install user database
Answer: The User Database is separate from the Rule Base. Installing a new policy onto a Firewall module does not download the User Database. The User Database may be installed by selecting Install from the User Manager window or by selecting Install database from the Policy menu. You can also execute $FWDIR/bin/fw install to save the transfer the objects and the database to the remote Firewall modules.

Question: When ever anyone tries to log onto the VPN it gives an error that reads
"User xxx Authenticated by Firewall-1.  License Expired 31-Dec 2000.Connection refused."
Answer: This means that you had users that reached the expiration date for their accounts. By default Firewall-1 was setting an expiration date to the 31.12.2000. If you did not configure it then your accounts are expired. Have a look at the expiration date and change it as you need it.

	Log file 
	


  

How to redirect logs to a different partition 

  

Answer: Periodically the messages from SYN gateway appear in the fw log:

message SYNDefender warning: SYN->SYN-ACK->Timeout or
message SYNDefender warning: SYN->SYN-ACK->RST

I'm sure our local hosts do not try to SYN flood firewall. And because of this errors people sometimes have to reload the www page they try to access or just have lost connections with sites/hosts outside the protected network.

What can be the reason of this?
How can i work around the problem?

Question: You probably have a passive SYN gateway setup. Which means that the firewall keeps track of every TCP connection and sends a RST if a SYN packet does not generate a SYN-ACK. If a SYN-ACK does not get generated, the firewall believes its a SYN flood attack.

btw, the normal TCP connection starts out with a 3-way-handshake. The SYN,
SYN-ACK, ACK

Question: I'm unable to open old log files. 
Error message " lvfile_open:
failed to open logfile d:\fw\log\fw.log log ptrs problem " 

Answer: Remove the old logptr files. They are NOT needed, and cannot be used once
they have been moved, or copied somewhere else.

When you re-open the log file, the logptr file will be re-created. 

Question: How to redirect logging to an other master 

Answer: A Master is a machine to which Firewall Modules direct Logging. the file $FWDIR/conf/masters contains a list of IP addresses or network object names, one per line. When the firewall Module starts, it reads this file to determine where to direct logging. 

If the file does not exist, logging is local 

If the file exists logging is directed to the first IP address in the file. 

If any address is preceded by the sign + , then all logging are directed to all IP with a + sign. 

If the connection to master goes down, it will scan the file and use the next IP addresses. otherwise it will direct logging locally. 

Question: In version 2000(4.1) what happened witn fwui.log? 

Answer: fwui.log is now called cpmgmt.aud 

Question: What shall I do if I want to seperate the  Management Module for Policy repository  and a Management module for logging station. 

Answer: You can create the file $FWDIR/conf/loggers through a text editor to direct log to a centralized logging station. It contains a list of Ip addresses one per line. The syntax is the same as for the master file. 

a + sign, logging will be directed to to all the IP addresses preceded by a + sign 

IP addresses preceded by an @ sign wil receive only alerts 

	+tla33
+loghost
@ cyber


  

How to redirect logs to a different partition 

Answer: If you're talking about Windows NT then there is a registry hack.

enter the HKEY_LOCAL_MACHINE\SOFTWARE\CheckPoint\FW1\4.1 path and add a new
string value form the edit-->new menu. name it FWLOGDIR.
add the directory name that you wsih to log to, and create the directory.
then bounce the firewall (fwstop/fwstart). 

  

  

	Command Line 
	


  

Question: How to change the password that authenticates internal communication between a firewall module and and its Management Center. 

Answer: Use fw putkey 

fw putkey   [-no_opsec] [-opsec] [-p password] [-k num] [-n name] <target> 

	target
	is the IP addressof the other host.

	-no_opsec 
	only fw-1 control connections are enabled

	-opsec
	only opsec control connections are opened

	-p password
	passwor can be typed at command line

	-k num
	length of first S-Key password

	-n name
	name to identify this host to the other one instead of name resoluiton


To use it in a script   do it that way: 

fw putkey -p password -n locai-ip remote-ip 

  

Question: How to extract all informations about a firewall installation 

Answer: A usefull command is fwinfo. It will extract all configuration information. The output of this request is somtemines requested by support people. Just be conscious that you are sending all your firewall configuration information by sending this information. 

$FWDIR/bin/fwinfo 

for Nokia IPSO you will need to download the script contained in resolution 2653 

Question: How to obtain debug information from the daemons 

Answer: You will need to kill the fwd daemon and restart it with a debug option 

UNIX:

1. Go to $FWDIR/bin
2. Kill the relevant daemon with fw kill {fwd | fwm}
3. Restart the daemon with debug messages. Use 'fwd -d' or 'fwm -d'

NT:

1. Issue fwstop.
2. Enter %SystemRoot%\fw\bin and issue 'fw d -d' or 'fw m -d'.
3. Issue fwstart.

Question: What are the switches to fwd 

Answer: Here are the current list of switches and what they do: 

	-u : run a SecuRemote server.
-n : management only (no module).
-s : no module (Supposedly doesn't do fw stat?)
-l : no logs.
-A : no alerts.
-d : debug
-D : log debugging

fwd by default will use -u. fwstart calls fwd -n on pure management consoles (i.e. one that don't contain a firewall module). The debug flags sends messages to stderr (or fwd.log on FireWall-1 4.x) and run the process in the foreground instead of background.
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	Troubleshooting
	


  

FTP problems
 

Question: How to debug IKE encryption problems
Answer: If the IKE tunnel cannot be established have a look in the FireWall-1 logviewer. 

If the logviewer is not helpful, use the advanced IKE debugging option in FireWall-1:

Set the appropriate debug variable:

setenv FWISAKMP_DEBUG=1 (for FireWall-1 4.0)

setenv FWIKE_DEBUG=1 (for FireWall-1 4.1)

(On NT firewalls, use 'set' instead of setenv)

Rerun the FireWall-1 daemon (do: 'fwstop' and 'fwstart'). 

All subsequent IKE negotiations will be dumped in the file ISAKMP.log in FireWall-1 4.0 

or IKE.elg in FireWall-1 4.1 (both in $FWDIR/log.

An advanced IKE user can use this file to help detect IKE problems. This file should be sent whenever contacting Check Point Support regarding IKE issues.

	Upgrade path version 4.0 to version 4.1
	


Q From what service pack can I upgrade a version 4.0 

Answer: SP3, if you have an earllier release upgrade first to SP3. Select the save version 4.0 option 

Answer: Control channel problem, between the Management Module and the VPN/FireWall Module 

Question: In Check Point 2000, the control channel is encrypted even if there is no encryption license. For this reason, when upgrading a VPN/FireWall Module which has no encryption license from Version 3.0 or Version 4.0 to Check Point 2000, the control channel between the Management Module and the VPN/FireWall Module (created by the fw putkey command) will be lost. To re-establish the control channel, proceed as follows: 

After upgrading the Management Module to Check Point 2000, edit the

$FWDIR/lib/control.map file on the Management Module and add a line at the end as

follows:

NON-ENCRYPTED: <list>

where list is a comma-separated list of the IP addresses of all the VPN/FireWall Modules still running the earlier VPN-1/FireWall-1 version without encryption licenses. For example:

NON-ENCRYPTED: 10.2.3.4,10.5.6.7

 

Question: My older SecuRemote Client cannot exchange site topology anymore, since we updated to version 4.1 Securemote version 4.0 or previous cannot anymore get/update new sites?
Answer: Pre-Version 4.1 SecuRemote Clients download site information through the SecuRemote Server port 256. Starting with Version 4.1, site information is downloaded through port 264. If you are using pre-Version 4.1 SecuRemote Clients with a Version 4.1 or higher SecuRemote Server, you must specify a rule that enables the SecuRemote Server to download site information through TCP port 256.

	Source
	Destination
	Service
	Action
	Track
	Install on

	Any
	firewall
	FW1(256)
	accept
	 
	firewall


· Source is set to Any because the SecuRemote Client’s IP address is not known in advance. 

· Destination must include all the SecuRemote Servers from which pre-Version 4.1 SecuRemote Clients will download site information. 

· Install On should be the same as Destination. 

· Even though the Action is Accept, the connection will be authenticated unless Respond to Unauthenticated Topology Requests (IKE and FWZ) is checked in the Desktop Security tab of the Properties Setup window. 

 

Question: Can I upgrade SecuRemote client to version 2000(4.1) with a version 4.0 for the Secure Server?
Answer: If you are using Version 4.1 SecuRemote Client(s) with a pre-Version 4.1 SecuRemote Server, the SecuRemote Client will experience a delay of 30 seconds (in addition to normal network delays) while it attempts to download the SecuRemote Server’s site information. This happens because the pre-Version 4.1 Server expects to download site Note – System administrators can ensure that all company personnel have the same site configuration for SecuRemote by copying a standard userc.c file to the installation diskette set. It is also possible to supply FWZ and IKE users with different userc.c files. Information through port 256 while Version 4.1 Clients open a connection to SecuRemote Server port 264. The Version 4.1 Clients wait 30 seconds and then try to open a connection through SecuRemote Server port 256. There are two different methods to prevent the 30 second timeout:

 A Add a rule similar to the one shown below

	Source
	Destination
	Service
	Action
	Track
	Install on

	Any
	firewall
firewall-remote
	FW1_topo
	reject
	 
	firewall


 

· Destination should be the SecuRemote Servers. 

· Service should be FW1_topo (the VPN-1/FireWall-1 topology service) on port 264. If it is not defined yu will need to define it. 

· Action should be reject to cause the SecuRemote Client to immediately re-try 

· by connecting to SecuRemote Server port 256 instead of waiting 30 seconds and then timing out.

· B Add the following line to the options section of the userc.C files of Version 4.1

SecuRemote Clients:

This method is not recommended, because the change will be overwritten if you upgrade or reinstall SecuRemote.

	:gettopo_port (256)


Question:

Running fwpolicy on a version 4.1 requires a seperate license for X-Motif 

Answer:
Yes from version 4.1 you have  to pay for a seperate license for X.Motif. You already had to ahve a license with version 4.0, but it was free 

Question:

Can I manage a version 4.1 firewall module from a version 4.0 management console.
Answer:

This is not possible but, managing a version 4.0 from a 4.1 console is possible.

Question: If I want to reduce my down time how can I proceed

Answer: Use a spare system as described in this article  click here
Question:

In version 2000(4.1) what happened witn fwui.log? 

Answer:

fwui.log is now called cpmgmt.aud 

Question:

VPN between version 4.0 and version 4.1
Answer:
VPN between 4.0 and 4.1 on any supported platform is subject to the restrictions detailed in the release notes for each version of FireWall-1.

· 4.0 SP5 cannot use the CBC-DES MAC keyed hash function with any version of 4.0 prior to SP5 nor can it use this with 4.1. One would have to use either MD5 of SHA-1. This is limited to SKIP or Manual IPSec. 

· For IKE, 4.0 SP3 (Nokia) can establish a VPN with 4.1.  

· General platforms SP2 can establish a VPN with 4.1 

Question: To configure A version 4.0 firewall under Solaris I used the command fwconfig, what should I use now?
Answer: Under cp20000 use the command cpconfig instead

 

Solaris 2.6

Question: Can Firewall-1 run under Solaris 2.6 ?
Answer: yes

Question: The X/Motif Log Viewer cannot run on Solaris 2.6. 

A: Place the library libXm.so.3, which is located on Solaris 2.5 (its full
path depends on the computer), in
$FWGUIDIR/clients/lib.

 

... 

Question: How to change the hostid of a system under Solaris 

Answer: This gives you a pretty good overview of how the SUN hostid
stuff works, it also covers changing it:

http://www.squirrel.com/squirrel/sun-stuff.html
http://www.squirrel.com/squirrel/sun-nvram-hostid.faq.html
	Solaris 2.7 
	


Question: Under Solaris we have from time to time fwd that crashes, since we moved to version 2000? 

 Answer: — fwd can sometimes crash when running UAM. The solution is to replace fwuam.so with the new version on the CD, as follows: 

a. Stop VPN-1/FireWall-1 (fwstop).

b. Replace /usr/lib/fwuam.so with /solaris2/Add-Ons/fwuam/fwuam.so (on the CD).

c. Restart VPN-1/FireWall-1 (fwstart).

(

:cache_params (

:timeout (15)

)

)

 

Question: How to change the Ethernet mac adress
a: Use the command ifconfig hme0 ether 8:0:20:bb:ss:89 

This is usefull in case you want to replace one interface by an otehr one or you have to replace a firewall by an other one.

Question: How to desactivate an interface
A: use the command ifconfig  hme0 unplumb 

with this the interface hme0 will not appear anymore when you start your Sun server. 

Question: How to activate an interface once it was desactivated
Answer: Use tha Solaris command ifconfig -a hme0 plumb 

interface hme0 is then again active. But will not have any Ip address assigned. To assign the Ipadress use the command 

ipconfig  

 

Question: Where in Solaris are assigned the IP addresses at boot time
Answer: THe file /etc/rc2.d/S30sysid.net will take care of the IP address attribution process.

	Nokia IPSO 
	


  

· All Nokia documentation comes with acronym NAP, remind me what it means
· We do not find any documentation for Nokia 210 and 220 series
· What are the dimensions of a Nokia box serie IP200 or IP330
· What is the speed supported by ethernet ports
· For international installation do I have to worry about power supply
· Nokia IP330 hangs at boot on DMI pool
· How to change voyager port
· I have now the problem of recovering a VPN210 (without floppy) from the erase of IPSO
· What are the upgrade path for Checkpoint version 4.0 to version 4.1 on a Nokia system
· What about version 4.0 backward compatibility
· Does a Nokia box  support to work on its serial interface as an unnumbered interface
· HowTo Backup a Nokia Box
· Can you provide me with a disaster recovery procedure 

· How do I change the admin password when it is lost or unknown?
· How to perform a local simulation for a remote module in order to configure it before shipment
· How to perform a clean installation of firewall-1 on a Nokia Platform
· In a Nokia box I see ACLs, like in a router. In which case should I take care of those
· On a Nokia system I typed fw lichosts and the system is really slow to output results
· IP330 enters the CMOS setup automatically
  

Question: All Nokia documentation comes with acronym NAP, remind me what it means 

Answer: NAP Network Application Platform 

Question: 

We do not find any documentation for Nokia 210 and 220 series 

Answer: 

The documentation is the same as for the IP300 series 

Question: 

What are the dimensions of a Nokia box serie IP200 or IP330 

Answer: 

see below 

	 
	IP 200

	heigth
	2"

	width
	19"

	depth.
	15"


Question: What is the speed supported by ethernet ports 

Answer: The port works in dual mode either 10 Mbits/sec or 100 Mbits/sec 

Question:

For international installation do I have to worry about power supply 

Answer:

The power supply of the NAP automatically senses the input voltage 

115 VAC in fact 90 to 132 

220 VAC in fact 180 to 264 

Question: NOKIA IP330 Hangs during boot at Verifying DMI Pool 

Answer: Make sure console settings are set to 9600 BAUD, 8-N-1
Flow control = NONE not xon/xoff
Also go into Device Manager and make sure the settings for Com port is set to flow control = NONE

Windows defaults to xon/xoff for com port settings

Also have technician remove the console cable and boot Nokia appliance up and then attach in console cable. 

Try also to change the console cable.

Question: The voyager port for this FW is port 80. How do you change it to something else, say 8888? 

Answer: from the command line type "voyager XXXX" where XXXX=port number. 

  

Question: What are the upgrade path for Checkpoint version 4.0 to version 4.1 on a Nokia system 

Answer: You must upgrade your system to FireWall-1 version 4.0 SP4. 

Just remember the following recommendations from nokia 

Backup your unit. Backup instructions can be obtained  on http://www.iprg.nokia.com/support refer to resolution 718 in Knowledge Base. 

Turn off the firewall function 

Use the command newpkg, it will install or upgrade your firewall package from CD-ROM, an FTP site, or the local file system. 

Question: What about version 4.0 backward compatibility 

Answer: By default the backward compatibility is installed by default in IPSO. It is located in $FWDIR/fw40. There is no need to seperately install a backward compatibility package. 

Question: Does a Nokia box  support to work on its serial interface as an unnumbered interface 

Answer: No as of 10.10.2000. This unnumbered way to work is often found on routers like cisco but is not possible with Nokia systems. You need a numbered interface. 

Question: HowTo Backup a Nokia Box 

Answer: See resolution 718 which is provided below. Note that IPSO 3.2 features an integrated backup utility! 

	

	Detailed Resolution View


Resolution 718
How do I backup files from my Nokia Security Platform?
[image: image2]
Check Point FireWall-1,   Other
for version: 3.x  

[image: image3]
last update: 10/13/1999 06:01:59
This resolution offers the steps necessary to backup the configuration files from a Nokia Security Platform that will enable one to completely rebuild the firewall from the beginning. An exerienced administrator can accomplish this task in less than 30 minutes.

NOTE: IPSO 3.2 features an integrated backup utility! The following procedures are relevant for IPSO versions 3.1.5 and earlier. With IPSO 3.2, the entire contents of the $FWDIR/conf, $FWDIR/lib, $FWDIR/state, and $FWDIR/etc directories are backed up automatically.

In addition to identifying the files to backup, this resolution also suggests a method of automatically archiving these configuration files as well as a method of transferring the files using a floppy diskette.

SOLUTION
Backing up your IPSO configuration :

IPSO main files...

The main IPSO database file is in /config active link points to current file, but you may also want to back up other files in /config/db

In addition you also want to check to see if you have a /var/etc/rc.local file

Backing up FireWall-1 Configuration Files

The following is a list of files on an IP400 series integrated firewall-router that should be backed up.

( '*' denotes files to be backed up on a Nokia Security Platform licensed only as a FireWall or Inspection module router)

* $FWDIR/conf/fw.license (FireWall-1 license file)

(This should only occur if the IP400 is replacing another platform
and will use its IP addresses. Otherwise, you will have to obtain new
FireWall-1 licenses)

$FWDIR/conf/objects.C (objects and properties)

// NOTE: remove the current objects.* on the target system before you restore. If you have an objects.C and a objects.C.bak, which has a later modified time, FW-1 will replace your objects.C with the bak file.

$FWDIR/conf/*.W (security policy)
$FWDIR/conf/rulebases.fws (Combined rule bases for GUI clients)
$FWDIR/conf/fwauth.NDB (User database)
$FWDIR/conf/fwmusers Adminstrators
$FWDIR/conf/gui-clients Allow GUI Adminstrative hosts
* $FWDIR/conf/smtp.conf SMTP Security Server configuration file
* $FWDIR/conf/fwauthd.conf Security Server configuration file
* $FWDIR/conf/product.conf FireWall-1 product description file
* $FWDIR/conf/fwauth.keys Control authentication key file
* $FWDIR/conf/masters Masters

You should also copy over any ./lib file you may have modified, if-and-only-if you are copying from the same version of FireWall-1. Check Point support engineers have cautioned against copying files from 3.0a to 3.0b platforms.

You should also back up /var/etc/rc.local, if you created one.
This is where you could place ARP commands (IPSO 3.0.4 or earlier) to support Address Translation, IPSO kernel control commands, or automated backup scripts, for example.

Since you might use CRON to automatically schedule this backup, consider
adding /var/cron/tabs/root to the backup list.

The current Management Module host has the configuration files for your
site. If this Management Module host is FireWall-1 version 3.x or earlier,
then you will have to first upgrade that software version to 4.x before you
may transfer the files over to a current 4.x firewall.


Method of Backing up the files.

It may be possible to use a floppy diskette to backup the files. If the files are too large, then FTP can be used to transfer the files across the network.

One idea is to create a file that lists the files to backup. Included in the example below is the path to the IPSO configuration files, the first entry below. Also note that this will backup your backup scripts. Don't forget them!

# cat /var/admin/ipsobackuplist

/config/db/*
/var/admin/ipsobackup
/var/admin/ipsobackuplist
/var/cron/tabs/root
/var/etc/rc.local
$FWDIR/conf/fw.license
$FWDIR/conf/objects.C
$FWDIR/conf/*.W
$FWDIR/conf/rulebases.fws
$FWDIR/conf/fwauth.keys
$FWDIR/conf/fwauthd.conf
$FWDIR/conf/masters
$FWDIR/conf/serverkeys.db
$FWDIR/conf/sync.conf
$FWDIR/conf/fwopsec.conf
$FWDIR/conf/omi.conf
$FWDIR/conf/slapd.conf
$FWDIR/conf/fwauth.NDB
$FWDIR/conf/fwmusers
$FWDIR/conf/gui-clients
$FWDIR/conf/smtp.conf
$FWDIR/conf/product.conf
$FWDIR/database/*
$FWDIR/state/*
$FWDIR/log/*

Create a file in the admin's home directory called ipsobackuplist to contain
the file paths listed above.

Create an executable script in the admin's home directory called ipsobackup
that executes the following commands:

#! /bin/csh
# The following line will define $FWDIR
source /var/etc/rcm_cshrc
cd /
eval tar cf - `cat /var/admin/ipsobackuplist` | gzip -c > /var/admin/`uname -n`.`date +%m%d%y-%H%M`.bkup.tgz

(WARNING: The tar command above should be one line)
(NOTE: If you wish to retain the leading '/' character, use `tar cPf`)
( see `tar --help` for more command line options)

(This command creates hostname.101399-0600.bkup.tar if the fwbackup script was executed at 6:00am on Oct 13, 1999).

Execute chmod 755 ipsobackup to make this script executable.

Backing up the files to a floppy diskette:

cd /
tar cvf /dev/fd0 `cat $HOME/ipsobackuplist`

You might want to use a DOS formatted floppy diskette. Such a diskette is mountable across OS platforms:

mkdir /var/floppy
/sbin/mount_msdos /dev/fd0 /var/floppy
cd /var/admin
./ipsobackup
cp *bkup.tgz /var/floppy



cp `cat ipsobackuplist` /var/floppy

umount /var/floppy


Using CRON to automatically archive these files onto the IPSO filesystem

Use crontab -e to modify the existing cron file. Add the following line
to this file:


#minute hour mday month wday command
#
0 6 * * 0 /var/admin/ipsobackup


This will create a backup file Sunday morning at 6am


*****Issues and known problems*****


1. For NT Machine moving to IPSO do not copy the fwauthd.conf file. This is not compatible with the IP400 (See resolution # 858 for further information

2. When FTP from Windows NT to an IP400 All of the *.NDB files must be transferred in binary mode and everything else must be transferred ASCII mode.

3. It is also important to replace the entire contents of the conf directory. For example do not keep any original files in the conf directory. Replace all files with the backed up files listed above.

 

 


  

Backup is included on IPSO 3.2.1 what shall I configure 

Answer: within the help you will find all requested information. Here is an extract from that help. 

Backup and Restore Configuration
Using this page, you can backup and restore configuration files.

The first step is to create a backup file. This backup file will contain all the configuration of the base system, and optionally home directory files, log messages, and any package configuration. Backup files are always created in /var/backup.

The backup file can then be downloaded via your web browser, and saved on the local disk of your management station.

If there is problem later, you can restore from a backup file. To do this, the system must be running the exact same version of the base operating system and any packages as when the backup file was created. Then the backup file must then be placed in /var/backup . FTP is the suggested method if the backup file has been stored on a remote system. The backup file should then be selected for restore. Once the restore is complete, the system must be rebooted.




Create backup file: 

	Backup file name:
	

	Backup home directories:
	[image: image4.wmf]Yes [image: image5.wmf]No

	Backup log files:
	[image: image6.wmf]Yes [image: image7.wmf]No

	Backup configuration for packages:
	Check Point FireWall-1 (Strong) v4.0 SP-5 (Fri Feb 4 00:03:48 PST 2000):
	[image: image8.wmf]Yes [image: image9.wmf]No

	 
	Check Point FireWall-1 (Strong) v4.1 SP-1 (Thu May 4 17:39:13 PDT 2000 bld 11.1):
	[image: image10.wmf]Yes [image: image11.wmf]No

	 
	RealSecure network intrusion detection system Version 4.5:
	[image: image12.wmf]Yes [image: image13.wmf]No

	 
	Websense 3.2 (12/02/99 Build):
	[image: image14.wmf]Yes [image: image15.wmf]No

	 
	 
	





Backup file name: Specifies the name of the file which will be made in /var/backup . If no file name is entered, a backup will not be created. 

Backup home directories: Specifies if the home directories (/var/admin and /var/monitor) should be backed up. Selecting this option may make your backups take longer if there are large files in the home directories. This only applies if a Backup file name has been specified. 

Backup log files: Specifies if the log files (all files in /var/log) should be backed up. Selecting this option may make your backups take longer if your log files are large. This only applies if a Backup file name has been specified. 


Restore from backup file in /var/backup:
There are currently no backup files from which to restore.

Restore from file: Specifies the name of the backup file in /var/backup from which a restore will be done. This backup file must have been created using the same version of the base operating system and any packages. After a restore, the system must be rebooted for all the changes to take effect. Be aware that the restore process overwrites files.


Retrieve backup file using browser :
There are currently no backup files to download.


Retrieve backup file using browser: Clicking on one of the listed files from /var/backup will cause that file to be downloaded via your web browser. You will then be able to save it on the machine running the web browser.

Question: Can you provide me with a disaster recovery procedure
Answer: The best disaster recovery procedure is to maintain an up-to-date backup, which can easily be used to restore an IPSO-based firewall in minutes. System backup have been added to IPSO with the release of IPSO 3.2 to make this far easier.

If you do not have a backup, the IPSO configuration may be restored if /config/active is not damaged. This file holds all of the IPSO configuration information. The critical Check Point FireWall-1 files to back up are:

$FWDIR/conf/objects.C (network objects)
$FWDIR/conf/*.W (security policies)
$FWDIR/conf/fwauth.NDB (user authentication database and encryption keys)

If the firewall is managed remotely, then there is no part of the FireWall-1 configuration that can't be re-created easily enough.

$FWDIR/conf/rulebase.fws may be regenerated by running fwm -g:

# fwm -g *W

$FWDIR/conf/fw.license may be re-created by re-entering the FireWall-1 license.

$FWDIR/conf/product.conf may be re-created by running "fwinstall" (FW-1 3.0) or "fwconfig -install" (FW-1 4.0), or "cpconfig -install" (FW-1 4.1)

  

  

	How do I change the admin password when it is lost or unknown?

	IPSO (Operating system),   System Configuration
for version: 3.0  And Later

	last update: 03/27/2000 11:03:23

	This resolution describes how to delete the admin password.

If you are running IPSO version 3.1.3 or earlier on an IP650 or on an IP330, please contact support and ask about Internal Resolution 1961 - How to remove config and password if /etc/overpw fails.

	SOLUTION

	You must have local serial console access to the unit to perform this procedure. Keyboard and monitor directly connected to the machine will not display the "boot:" line, which means you will not be able to perform this procedure.

1) Boot up in single user mode: To do this reboot or power cycle the machine, When you see the line " boot: " you must enter "-s" before it goes into multiuser mode. (you have about 10 seconds)

* on a ip330 or ip650 you need to type boot -s at the BOOTMGR prompt*

2) After it boots, it will ask you "Enter pathname of shell or RETURN for sh:", press Enter key.

3) Type "/etc/overpw" in the # prompt. It will ask if you want continue, type "y".

In IPSO 3.1.3 systems and earlier, it will ask you to put a floppy disk into the floppy drive to make sure you have physical access to the box. Put a floppy disk into the floppy drive and press Enter key. IPSO 3.1.4 and later does not ask this question.

4) The admin password defaults to no password for admin. Continue to boot to multiuser mode.

5) Re-config the passwd as usual, in Voyager.


  

  

How to switch logs on a Nokia system 

Answer: Here below is an example of log rotation for IPSO 

#!/bin/sh
#
# Set environment variables
sh /var/etc/rcm_profile
#
cd /var/fw/log
#
# Switch CheckPoint log into dated file for saving
# Surpress resolving of IP/names
PERIOD=`date "+%d%m%y"`
$FWDIR/bin/fw logswitch $PERIOD 2> /dev/null
#
# output logfile to comma seperated variable file
$FWDIR/bin/fw logexport -d , -i $PERIOD.log -o yesterday -n 2> /dev/null
#
# search for all dropped packets
ATTACK=$PERIOD.attack
grep "drop" yesterday >> $ATTACK
#
# uuencoded files will be interpreted as an attachment by most mail clients
uuencode $ATTACK $PERIOD.csv > $PERIOD.csv
#
# mail attack to system administrator
mail -s "Fire Log Switch" fwadmin@corp.com < $PERIOD.csv

Question: How to perform a clean installation of firewall-1 on a Nokia Platform 

Answer:

1. In the Voyager interface, use the Manage Installed Packages to turn off the package, then reboot

2. In the Voyager interface, on the Manage Installed Packages page, there is a link to a page to delete packages. Follow this link and delete the package

3. Use a console connection to delete any remaining log files. For example, FireWall-1 maintains its logs in the /var/fw/log directory. Simply issue an
# rm /var/fw/log/*
command to remove all log files.

4. Use the "newpkg" command to reinstall the package.

  

Question: How to troubleshoot SSHd problems 

Answer: Troubleshooting tips:

1. Is sshd wrapped with tcp-wrappers? Assuming the sshd daemon is invoked from inetd, your /etc/hosts.allow should list acceptable addresses from which connections are allowed.

2. Is sshd running on the standard port 22 or another? If running on a non-standard
port, make sure that your ssh client is specifying the target port.

3. Which sshd version is running? There are many problems with sshd2 used in
conjunction with tcp-wrappers. sshd1 runs with fewer difficulties wrapped. Also, the
ssh1 client has difficulty connecting to a sshd2 server.

4. Make sure that your /etc/services reflects the ssh service on the designated
port! /etc/services and tcp-wrappers work together when invoking the sshd daemon.

Example: sshd1 running on port 700 should have an entry in /etc/services as such:

ssh1        700/tcp    #ssh1
ssh1        700/udp

While in inetd.conf, the invoking line should read:

ssh1    stream  tcp     nowait  root    /usr/sbin/tcpd /usr/local/sbin/sshd1 -i -p 700

  

Question: I have just received a quad Ethernet card from our Nokia dealer for a Nokia IP440 Firewall. The Firewall is running Checkpoint 4.1sp-2 on IPSO 3.2 and has a single quad card currently installed. Is anyone aware of any issues regarding the installation of a second quad card on the Firewall? Is it a simple plug and play installation as the dealer seems to think? 

  

The card came with no documentation and I could not find any documentation on the Nokia web site either. 

  

Answer: You should just be able to install the card and boot up the system. The new interfaces will show up in voyager. 

Depending on the device you have, you will have to go into the physical portion of the interface configuration and set the speed 

and duplex modes. Make sure you go into the the firewall object and update the interfaces and anti-spoofing parameters as well. 

  

Question: In a Nokia box I see ACLs, like in a router. In which case should I take care of those
Answer: You need ACLs if you plan on using any of the rate-shaping features. Be aware that ACLs happen before FireWall-1 rules, if  you put in an ACL that drops certain packets, this means that the FW will never see them. In short ACLs take precedence over FW-1 rules.

 

Question: On a Nokia system I typed fw lichosts and the system is really slow to output results
Answer:  if you remove all DNS configuration information from IPSO via Voyager (Go to the DNS config page, delete everything, Apply, Save; IPSO doesn't really need it anyway) that fw lichosts will not try to do reverse record lookups, causing it to deliver its output at a much more reasonable speed.

 

 

Question: IP330 enters the CMOS setup automatically
IP300 Series Hardware, 

The nokia boots up, test its memory and after the test finishes, the following characters are displayed [[5n From that moment on, the IP330 hangs, no disks are detected, and automatically the CMOS setup opens.

SOLUTION
Some emulators are known to send out signal along the console cable at boot ([[5n) above could be interpreted as TAB which can interrupt the boot process. Identify hyperterminal type first. The problem has been reported when using Win2000(SP2) and HyperTerminal (8-1-n and no flow control).

Try and use another type of Hyperterminal.

no problem on Win2000 SP2 with Token2

no problem on Win2000 SP2 with CRT 3.4

no problem on Win2000 (no SP1) and HyperTerminal.

no problem on Win2000 (no SP) and KoalaTerm.no problem on Win2000 (SP2) and KoalaTerm.

Resolution 6837
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Question: When performing remote management we offen face the message No response from server. WHat shall we do to improve the situation 

Answer: The policy editor needs a response from the management station within 15 seconds. Due to network conditions or long compilation conditions, or large number of rulebase, the timer should be extended to 60 seconds. Below is a recommandation from Nokia explaining how to proceed. A change must be performed on the GUI client. 

	fwpolicy "Times Out" during a policy install (operation would block)

	[image: image18]

	Check Point FireWall-1,   Distributed Management
for version: 3.0b  And Later

	Some error messages you may get include:

No Response From Server
Server Not Responding
Operation would block

You may get these errors when:

1. Large number of rulebases or network objects
2. Slow links
3. A compilation and installation of a rulebase is taking a long time
4. Some combination of the above

	SOLUTION

	fwpolicy is set up to require responses from the management console within a certain period of time. The default timeout is 15 seconds. To adjust this timeout, the following changes need to be made on the system running the GUI client.

Unix: Set the environment variable SERVER_TIMEOUT before running fwpolicy (e.g. setenv SERVER_TIMEOUT 60 to set the timeout to 60 seconds)

NT:For FW-1 3.0 Create the following registry entry as a DWORD, specifying the desired number of seconds for the timeout:

HKEY_LOCAL_MACHINE\SOFTWARE\CheckPoint\FireWall-1\ServerTimeout


NT:For FW-1 4.0 Create the following registry entry as a DWORD, specifying the desired number of seconds for the timeout:

HKEY_LOCAL_MACHINE\SOFTWARE\CheckPoint\FW1\ServerTimeout


Windows GUI: For FW-1 4.0, create the following entry as a DWORD, specifying the desired timeout in seconds:

HKEY_LOCAL_MACHINE\SOFTWARE\CheckPoint\FireWall-1 GUI\ServerTimeout


For FireWall-1 4.1, create the following entry as a DWORD, specifying the desired timeout in seconds:

HKEY_LOCAL_MACHINE\SOFTWARE\CheckPoint\Policy Editor\4.1\server_timeout


    

If this is outdated sorry for not following up

	Date
	Bug description
	Solaris
	Win NT
	HP
	AIX
	corrected

	30.6.98
	fw logswitch command fails since patch 3064
	2.5.1
	 
	 
	 
	 

	22.6.98
	log view Crashes
	2.6 & CDE
	 
	 
	 
	ok


B.fw logswitch command fails since patch 3064


F. No patch is currently available. Try the following in the mean time to set in a script and start it with cron


fw logswitch
fwstop
rm $FWDIR/log/fw.logtrack
fwstart

B. The FW-1 3.0b log view Crashes in Common Desktop CDE, and Solaris 2.6.



F. FIXED:
Copied /usr/dt/lib/libXm.so.3 from CDE v 1.02 of Solaris 2.5.1
into /opt/SUNWfw/clients/lib

-rwxr-xr-x 1 root other 1773260 Jun 22 15:48 libXm.so.3*

 

[image: image19]
 

Question: 

What should a person do if you find someone scanning your ports on the firewall? I contacted the company that was doing it, and they investigated, and said that it was not them. They thought someone was "spoofing" the IP......

Answer: 

It is possible that someone is spoofing their IP address, but this would require that the attacker have connectivity to the real system at the spoofed address while he was scanning you. In other words, if it did not come from them then they should have log entries identifying who was monitoring their system at the time. If they can not produce these logs. Chances are they do not have the data to accurately tell you that the attack did not come from them in the first place. It could also be that they have had a system penetrated / trojaned and they do not even know it.

In either case, they are part of the problem. I would cc all correspondents with them to "abuse@their_isp" and see if that gets a reaction out of them. Most legit organizations do not want their ISP thinking they are up to something funny.

Install the Deception ToolKit http://all.net/contents/dtk.html
or BackOfficer Friendly http://www.nfr.net/bof/ and watch them try, learn their tricks and protect yourself.
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