
PACS System Accounts and System Setup 

Identity Management

1) AD Supervisor

2) IdM Staff – for provisioning

System Details

1) The PACS system servers are in the corporate domain.
2) The PACS system requires an AD User account in the corporate domain.  

3) Corporate domain account will mirror local AD User account if one exists – user login and demographics about user will be populated in both records
4) Mass Loads - for multiple users account creations available, primarily prior to go live. 

a) Must contact IdM for spreadsheet template and submit to IdM for processing.  

b) Allow at least 2-3 weeks for processing of large requests.
5) Access Requests will follow normal Clinical Business Office approvals and validations of users as currently done today.

6) Accounts in local and corporate domain will be created to be linked together for two purposes.  

a) Enables both accounts to have passwords reset at same time with SSO Password tool

b) For Employees - When employee status changes from A - ACTIVE to T - Term or S – Severance in the HRMS system, both AD accounts will be disabled at that time.

7) ISM Change Tickets and Tasks are required for all account provisioning done by Identity Management in the corporate domain.  

8) ISM Change Tickets will be created and tasks sent to IdM for the PACS account only. 

a) Company – Corporate Information Technology Services

b) Organization – Identity - Security Management

c) Group – Identity Management 

9) IdM will receive the task and provision the corporate domain account for user. 

10) Corporate domain account requires one group membership for PACS

11) PACs User Group

a) Default Password will be consistent with policy including 3 way complexity (UPPER, lower, and Special Characters) 

b) AD account will be created linked local domain account if one exists.  

c) The Corporate domain account will expire at 90 days.  

12) Password strategy used – Standard Corporate policies applied.
13) Users will be prompted at login to change password - to a password of their choice which meets current AD standards of 3 way complexity. 

14) SSO Password has been enabled - for users processed to date.  Their SS# and DOB were pushed into the tool when the accounts were created with the mass loads.  
15) IdM must be notified of all Terminations of users to ensure access is removed

16) CAL Licenses – will be purchased and managed by Clinical Business Office separate from provisioning.  IdM does not handle purchase of licensing.
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