Privacy Review

The privacy of wireless communication devices may exceed the physical and monitored boundaries of an organization. The privacy review is the focal point of the legal and ethical storage, transmission, and control of data based on employee and customer privacy. The use of this data is a concern to many private persons and legislation is unveiling specific rules regarding privacy. Although some of these laws are local, all of them apply to the Internet and therefore affect security testers internationally.

Expected Results: 

1) List any disclosures

2) List compliance failures between public policy and actual practice

3) List wireless communication involved in data gathering

4) List data gathering techniques

5) List data gathered

a. Verify authentication-method of the clients

b. Verify that appropriately strong passwords are in use

c. Verify that that there is a password expiration policy

d. Verify that encryption is used and properly configured

e. Verify that clients can't be forced to fall-back to none-encrypted mode

f. Compare publicly accessible policy to actual practice

g. Compare actual practice to regional fraud and privacy laws or compliancy

h. Identify database type and size for storing data

i. Identify data collected by the organization

j. Identify storage location of data
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