eMail Information Security Policy
Introduction

The purpose of this E-mail Policy is the documentation of the minimum security requirements and safeguards for secure E-mail communication within the Corporate as well as with its business partners and to implement the Information Security Policy requirements. 

The scope of this standard includes E-mail composing, sending, receiving and processing. This E-mail Security Policy applies to all Corporate staff and to all other individuals who directly or indirectly use or support the E-mail system of the Corporate or any of its operating entities, as well as agencies.

Compliance with this Policy is required.

Business Use

· It is prohibited to use any E-mail systems except those provided by Corporate.

· Unapproved E-mail systems must be considered a source of risk to the organization.

· Therefore, it is prohibited for employees to access any non-Corporate E-mail system for the purpose of sending or receiving business information.
· The use of instant messaging systems is not permitted unless the infrastructure is exclusively internal to the Corporate.
· All messages that are sent from Corporate and its Operating Entities (OEs) must comply with local legislation and company standards. 

E-mail use is prohibited when creating and exchanging information or software, which may violate any copyright laws.

As with all communication tools, the use of E-mail is governed by Corporate security requirements concerning business secrecy.

Acceptable use prohibits the following types of messages:

1. Illegal and/or fraudulent;

2. Slanderous, libelous and or defamatory;

3. Offensive, obscene, pornographic, or in bad taste;

4. Abusive, derogatory and/or threatening;

5. Incitement to break the law;

6. Harassment based on sex, race, nationality, disability or other protected status; and

7. Anonymous or repeated messages designed to annoy or torment.

Actions in response to spam or similar measures with mail bombs are prohibited; they could be illegal and place the company in legal jeopardy

Each E-mail (including attachments) must be classified according to the Information Security Policy. The E-mail has to be secured to an extent commensurate with this classification. 
Procedures for the correct labeling and the classification of E-mails will be defined in the Data Classification Policy. Inappropriate E-mail usage binds resources (e.g. disk space, bandwidth and productivity) and may expose Corporate to availability issues. Users must not deliberately perform acts that waste computer resources or unfairly monopolize resources to the exclusion of others.
Rules for Composing, Sending, Receiving and Processing E-mail

Composing E-mail
Messages must be addressed to recipients on a need to know basis. Messages sent unnecessarily can impact system and user performance.
E-mail to all staff group-wide is reserved for very important messages and needs the approval of the Public Relations/Group Communications department. The use of E-mail to all staff within an organizational entity must be regulated by each organizational entity.
It is prohibited for any user to originate or distribute any chain letters or hoaxes by E-mail. If such messages are received, the OE Information Security Officer must be informed immediately.

All E-mail that leaves the E-mail system of Corporate must have sender information attached that clearly identifies the sender.
The subject of communication must always be indicated, as in any written correspondence.

All E-mail sent by the Corporate will be appended with a disclaimer statement. The disclaimer is designed to limit and possibly eliminate Corporate’s liability for unauthorized content of any E-mail. 
The senders must be aware for their personal liability for such communication.

Attachments must be announced to the recipient in the same E-mail. The announcement must contain at least the following information:

· Number of attachments,

· Content/title of each attachment.

In addition, it is recommended to also announce the type of the attachments.

Sending E-mail

Confidential or strictly confidential information must not be sent through public networks (e.g. the internet) unless encrypted. If there are no encryption mechanisms in place, users must:

· Either use other media or transmission mechanisms which allow due protection or de-classify the information sent to public networks (in accordance with the Corporate Information Security Policy). 
· Accountability for de-classifying the information remains with the information owner.

E-mail containing information that is classified as confidential or strictly confidential must be encrypted when transmitted over external networks. 

Receiving E-mail

Regular check of the mailbox is required to ensure timely response to messages. The mailbox owner has to give access to a deputy or to activate E-mail forwarding as far as local legislation or workers regulations permit.

Processing E-mail

Messages must not be read or sent from another user’s account except under delegate arrangements approved under the respective OEs policy.

Replacing, altering, suppressing or otherwise misrepresenting a users identity, is prohibited (identity spoofing).

E-mail systems are not intended for the archival storage of important business information. E-mails must be retained only for as long as they are necessary for conducting business. Information sent or received by E-mail must be moved to appropriate media to satisfy legal and regulatory retention requirements. 

Forwarding of confidential or strictly confidential messages is prohibited unless the prior permission of the sender has been obtained.
E-mail information by default is classified as internal. As it may not be appropriate for general distribution, E-mail users must exercise caution when forwarding such messages. 

· The use of external addresses outside the OE is prohibited.

· Protection against Malicious Software related to E-mail Use

· Each incoming E-mail must be checked for malicious software or malware, e.g. viruses.

· The virus checking software must not be disabled.

File attachments are the most common method for transmitting viruses via E-mail. Care must be taken to ensure that file attachments are from a viable and trusted source. Their content must be known before opening or sending. Do not open any attachment where you don’t know the type of content.

Attachments must be checked for malicious content. Archive files must also be scanned for malicious software before being unpacked. 
If any computer system, server or disk is found to contain a malicious software, users must inform their local management and OE Information Security Officer immediately. 

At least the affected system or disk must be kept secure in the meantime. Any affected system must be powered off and/or physically disconnected from the network.

E-mail containing any attachments that fail a malicious software check will be quarantined and the sender may be required to clarify the source and purpose of the attached file.

If an employee does not have such software installed or believes that it is not operating, it is their responsibility to inform their IT manager.

For further information about Protection against Malicious Software and Incident Handling see the Security Policys “Protection against Malicious Software” and “Incident Handling”.

